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Preface

Oracle Banking is a one-stop solution for a bank for its core banking operations, across retail and business
banking operations. It is designed to help banks respond strategically to today's business challenges, while
also transforming their business models and processes to reduce operating costs and improve productivity
across both front and back offices.

Oracle Banking provides a unified yet scalable IT solution for a bank tomanage its data and end-to-end
business operations with an enriched user experience. It is a composed set of different modules wherein each
of themodules is serviced by a set of services and other subsystems.

This preface contains the following topics:

n Audience

n Documentation Accessibility

n Related Documents

n Conventions

Audience
This guide is intended for the users of Oracle Banking Base.

Documentation Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at
http://www.oracle.com/us/corporate/accessibility/index.html.

Access to Oracle Support

Oracle customers have access to electronic support throughMy Oracle Support. For information, visit
http://www.oracle.com/us/corporate/accessibility/support/index.html#info or visit
http://www.oracle.com/us/corporate/accessibility/support/index.html#trs if you are hearing impaired.

Related Documents
Formore information, see the following documentation:

n For installation and configuration information, see the Oracle Banking Installation Guide - Silent
Installation.

n For a comprehensive overview of security for Oracle Banking, see the Oracle Banking Security Guide.

n For the complete list of Oracle Banking licensed products and the Third Party licenses included with
the license, see the Oracle Banking Licensing Guide.

n For information related to setting up a bank or a branch, and other operational and administrative
functions, see the Oracle Banking Administrator’s Guide.

n For information related to customization and extension of Oracle Banking, see the Oracle Banking
Extensibility Guide.
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Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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1 Overview

Oracle Banking is built on amodular architecture, where each applicationmanages the functionalities required
in the different business areas such as Current Accounts and Savings Accounts (CASA), Term Deposits,
Loans, and so on. Oracle Banking Base offers a plethora of common services which are required for other
applications under Oracle Banking, thereby providing a strong foundation for Oracle Banking. Oracle Banking
Base reduces proliferation of data and services in multiple products and helps banks to avoid redundancy of
data and processes.

1.1 Core Functionality
TheOracle Banking Base provides the following core functionalities:

n The Core Entity Services are composed of different maintenances and different processing services,
each of which serve to define the bank, the branch, and the various parameters within which a banking
company seeks to operate, and the essential service calls required to honor the core functionalities.
These services are used for various purposes by various products under Oracle Banking.

n The Calendar Services is used to define different holiday rules and it is linked to calendar types tomark
the holidays for next "n" years. The ad-hoc holidays can bemarked for a branch through ad-hoc
calendar maintenance. These calendars are used for various purposes by the various modules.

n The Currency Services maintains attributes of various currencies which can be used for various
purposes by different products under Oracle Banking suite.

n Common Account module also provides the ability to add Risk Indicators at party, account, facility,
and collateral level. These indicators help the user to know the overall health of the entity. Such
indicators can further be used by the bank to configure the system impacts whether such Risk
Indicators are checked or unchecked using the respectivemodule pages.

n Party module provides a placeholder and data store for all information related to all parties that bank or
financial institution deals with as part of its business.

n Multi Entity Multi Branch concept supports banking groups whichmay prefer to market their products
under various brand names so as to get increased shelf space in the bankingmarket.

n Product Manufacturing provides the ability to define new products with desired features and publish
them for use.

n Eligibility Framework enables banks to impose specific restrictions on certain transaction types or
entities such as Branch, Currency or Party, in order to ensure implementation of bank policies and
comply with applicable regulations.

n Alerts can be generated on occurrence of any activity or events to inform customer as well as internal
users of the bank.

n Transaction codes are allowed to be defined and linked to financial and non financial events of Oracle
Banking (flexibility to link different transaction codes for each leg of the accounting for financial
transactions).

n A common taskflow to capture the questionnaire is available for use in business processes (Insurance
origination and KYC questionnaire).

n Ability to maintain localized enumerations is provided.
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2 Key Features

This chapter describes the key features of Oracle Banking Base.

2.1 Core Entity Services
The Core Entity Services in Oracle Banking Base is a common service, which enables bank to define the
broad parameters within which the rest of the applications function. The services cater to the typical
functionality that is needed by any financial institution to support its day-to-day primary operations. These are
themost important common services like definition of bank setup, the various geographical locations
(countries, regions, states, cities, and so on) languages and the different time zones the bank operates in.

Themaintenances also include various transactions, payment modes, financial cycles and accounting
periods followed by bank. It also includes the core parameters and structure of the bank throughmaintaining
regional offices, lines of business and various branches along with unique identification codes.

The core entity services are used by all other products in Oracle Banking suite, and provides a variety of
support functions to them.

The core entity services provide information on the following to other products under Oracle Banking suite:

n Current working date

n Previous working date

n Next working date

n Financial cycle for a given date

n Accounting period code

n Check last day of financial year

n Check accounting period end date

n Branch type and other details

n Automatically update daylight saving date

n Automatically update city code, state code and country code from the given zip code

n Common processing services

n Common framework tomaintain reason codes for different events

n Maintain and enquire bank policy deviations

n Maintain risk categories and risk codes that can be associated with credit applications during credit
assessment

n Maintain mitigant codes that can be used tomitigate the risks associated with a credit application

For all the core entity servicemaintenances, the application supports various action functions such as
Create, Update, Re-open, Close, Approve, Delete, Save as Draft, Cancel, Fetch, and Copy for ease and
operational efficiency in maintaining the crucial data.

Audit Trail function of the application enables the users to track all the changes done in any of the
maintenances at any time.
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2.2 Calendar Services

The core entity services also provide a common address taskflow, which is used across modules to capture
any kind of address. For example, the party address, collateral address, branch address, and so on. The
address taskflow presents address fields to the users for capturing an address. The address is shown as a
single line in View mode. The same taskflow is used to display the address on various pages across the
product.

Core entity provides a common framework to attachmultiple primary and secondary reason codes to a
business process.

The above functionalities are addressed in the following pages:

n Financial Cycle (Fast Path: CS10)

n Branch Parameters (Fast Path: CS06)

n Country Codes (Fast Path: CS09)

n State Codes (Fast Path: CS17)

n Bank Policy (Fast Path: CS26)

n Bank Policy Deviation Definition (Fast Path: CS39)

n Bank Policy Deviation History (Fast Path: CS40)

n Audit Text Based Search (Fast Path: BAM56)

2.2 Calendar Services
Calendar services are also a common service, which can be used by all products under Oracle Banking suite.

The calendar services offers definition of different calendar types and it serves to define and record the annual
list of holidays for each calendar type defined by the bank. Ad hoc holidays can bemarked for a branch
through ad hoc calendar maintenance. The calendar services serve to record and retrieve the various holidays
of the bank in a calendar year.

n Maintenance of holidays for a bank and all its branches for configurable number of years.

n Maintenance of holidays for the various payment types (Clearing house or Networks) in which the bank
is amember.

n Maintenance of holidays for various currencies that the bank seeks to deal with.

n Ad hoc holiday maintenance for branch.

These calendar types are used, for various purposes by the various modules in day-to-day operations.

The above functionalities are addressed in the following pages:

n Holiday RuleMaintenance (Fast Path: CAL01)

n Calendar TypeMaintenance (Fast Path: CAL02)

n Ad hoc Calendar Maintenance (Fast Path: CAL03)

2.3 Currency Services
The currency service is also common service, which provides support functions to all products under Oracle
Banking for day-to-day operations. Any module that requires currency related service for its operations refers
to the currency service.
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2.4 Questionnaire Framework

The currency services enable the bank to record and retrieve the various currency related information. The
various maintenances and services that are supported by currency services are as follows:

Maintenances

n Currency Definition (Fast Path: CY01)

n Description of Currency Amount in Text (Fast Path: CY02)

n Denominations for each Currency (Fast Path: CY05)

n Currency Branch Parameters (Fast Path: CY04)

n Currency Pairs Maintenance (Fast Path: CY03)

n Currency Rate Types like Spot rate, Forward rate, and so on. (Fast Path: CY06)

n Exchange Rates for different Currency Rate Types (Fast Path: CY07)

n Historical Rates Maintenance (Fast Path: CY09)

n Forward Rates Maintenance for combination of currencies and periods (Fast Path: CY06)

Processing Services

n Amount Rounding off Rule and Rounding off unit for each currency

n Amount Format for each currency

n Get Rate for each currency pair

n Get Rate and Spread

n Calculation of Exchange Rate based on Through Currency

n Spot Rate for each currency

n History Rate for each currency

n Forward Rate Computation

n Last Rate Date

n Currency Rates Purge

2.4 Questionnaire Framework
The questionnaire framework enables the banks to define various questions that the bank may want to ask its
customers during business processes such as determining offer eligibility during the application form capture
process, loan account configuration, verification process, and so on. The answers recorded can be used for
making various decisions or offer a product or service to a customer.

The above functionality is addressed in the following pages:

n SectionMaintenance (Fast Path: CS104)

n Questionnaire Maintenance (Fast Path: CS103)

2.5 Common Account
Regulatory Parameters are required to capture the regulatory codes applicable to each regulation at the
account level. The Account Regulatory Parameters (Fast Path: ACCT007) page displays all the questions
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2.6 Risk Indicator’s Impact Configuration

and answers that have been chosen by the user at the time of account opening. The questions and answers
for the same are, however defined at the Product Group level.

Deferred approval of a fee refund transaction on a CASA or a loan account is supported. Based on a
predefined number of days, the task is available for approval by the supervisor and on lapse of such periods,
the task becomes void.

2.6 Risk Indicator’s Impact Configuration
With the variety and complexity of products and services offered by a bank to its customers, there is a need to
follow prudential norms to safeguard the interests of the bank and also avoid any fraudulent or malicious
activities. Banks fall back upon the system to help them aid in this objective. Risk Indicators functionality
helps the banker to automate the actions that need to be taken as a prudent banker, when certain identified
indicators of risks aremaintained.

Through risk indicators framework, a bank can alsomaintain various restrictions that it wants to put on an
account due to party’s due diligence status.

Maintenances

n Risk Indicators Impacts Cross-Reference (Fast Path: ACCT010)

2.7 Party Information
Customer is at the heart of product sales and service and technology for any business. This is more so in
service organizations like banks. Recognizing the fact, the Party module serves as the single source of
information data-store of all customers for Oracle Banking suite of products.

Party module acts as themaster party repository for all products under Oracle Banking suite.

Party module provides a placeholder and data store for all information related to parties that bank or financial
institution deals with as part of its business. The parties include customers, agents, vendors, brokers, and so
on. The information includes demographics, risk information, financial information, identification information,
and so on.

Party information is created only once and all activities, business, history and contacts of the party are based
on the unique party profile. This enables the institution to have an immediate, real-time and complete view of
the party at all times. In addition to the streamlinedmanagement of party information, centralized party
management allows views of party activity, holdings, and exposures across products of Oracle Banking
suite.

Basic information about a party is maintained, whichmay typically contain information as per banking
customs and practices specific to the countries in which the bank operates.

Usually the following information is captured:

n Customer Name (Fast Path: PI100)

n Correspondence details, such as residence address, business address, preferredmeans of
communication, preferred language, time zone, preferred times andmodes (Fast Path: PI100)

n Contact details of a party like telephone, mobile, email. Consents to receive electronic communication,
alerts, virtual calls also can be captured.

n Type of party, that is, Individual, Organization, or Trust

n Nationality and country of residence
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2.7 Party Information

n Details of the party’s identification document such as Social Security Number

n Consents required to be obtained from a customer as per regulations

n Themaximum exposure the bank is prepared to assume for the party

n Credit rating of the party

n KYC, AML, Tax statuses, party financial details, employment history

n Anti-Money Laundering characteristics of party

n Access channel preference of a party

n Party’s signature and photo image (Fast Path: PI100)

n Other details regarding the party such as whether the party is CTR exempted and whether the party is
an insider or related interest of an insider

n Tax residency details of party

2.7.1 Party Onboarding (Fast Path: PI048)
Addition of a party to Oracle Banking is referred as Party Onboarding. The Party Onboarding page is flexible
and allows the user to capture the data in any sequence according to the data availability. The user has a
facility to onboard a party by entering the bareminimum details. User can capture additional details for the
party through Single Party View (Fast Path: PI100). Every party is associated with a role such as Customer,
Member, Broker, Vendor and so on. Based on the party role, certain onboarding fields may vary. Customer
can be onboarded on a standalone basis. Service Provider Onboarding (Fast Path: PI028) functionality
enables onboarding of broker, introducer and other service providers.

2.7.2 Relationship Management (Fast Path: PI020)
Relationship Management has been introduced in the solution to enable banks tomaintain business
relationships for large organizations and SME customers and to enable specific access. Specific
relationships can bemaintained to share collateral, share financial information, access bank accounts of the
organization and SME customers via internet banking and transact on the accounts.

Oracle Banking allows creation of multiple business relationships between the same parties.

2.7.3 Due Diligence
DueDiligence solution enables banks tomaintain rules by which identity verificationmaintained against due
diligence can be carried out. Oracle Banking also provides a view of due diligence and identity verification
history of a party.

Based on the due diligence preference selected in the Party Bank Policy, the due diligence of the party can be
triggered by the user and performed once the onboarding is completed.

2.7.4 Groups
Groups functionality enables the bank to create groups of customers who are related to each other in some
way. For example, business relationships, income reliance, asset sharing and so on. By creating groups, a
user can initiate group submissions and view credit exposure at a group level. Customers can be added to
multiple groups. They can also be added or deleted from a group. A group iself can be deleted. Searches are
also enabled for groups.

2 Key Features | 17



2.7 Party Information

2.7.5 Party Merge
There are instances where for a single party multiple party IDs get created. This happens because banks
havemultiple systems from which account get originated. Most often there is no check between the systems
to do party dedupe to prevent creation of multiple party IDs. There can also be cases where due to error in
data entry the dedupe fails, or the user may override the dedupe results and createmultiple IDs for the same
party.

Havingmultiple IDs for the same party is not an ideal situation and leads to inconvenience to the customer
and the bank inmanaging the accounts of the customer.

A mechanism has been built in the Oracle Banking, where the parties IDs aremerged and system can have a
single party ID. The party ID on the accounts are also be replaced.

2.7.6 Party Financials
Oracle Banking supports capture of multiple financial information in definable format for party type - Individual,
Organization and Trust.

Oracle Banking allows the bank to define parameters (such as salary, home loan, general living expenses and
so on.) under different categories (such as Income, Expense and so on.). For defining business statements,
applicable parameters are grouped together to form statements such as balance sheet or profit and loss.

Capture of the following statements is supported:

n Balance Sheet

n Profit and Loss

n Financial Ratios

n Statement of Equity

n Cash Forecast

n Business Plan

Multiple templates for the same statement type can be created. For business customers, these statements
are clubbed together under a financial template. Bank can specify which statements are to be added together.
For retail customers, financial templates can be used to group together the different asset, liability, income
and expense parameters. Multiple financial templates can be defined.

Applicable template is resolved using rules. The rules for resolution of templates can be set up based on the
facts - Product Group, Purpose Type, Request type, Pre-approved and Party Type. In case of multiple
applicants, parties in the submission, a priority can also be setup to resolvemultiple templates.

Oracle Banking allows the bank to spawn off the financial capture as separate human task to back office from
the Capture Application flow in Origination as well as standalone flow in Party module.

Oracle Banking allows the bank to perform bulk upload of the financial documents in the financial profile page
in the Origination flow as well as standalone flow in party module.

2.7.7 Party Bank Policy (Fast Path: PI314)
Oracle Banking supports maintenance of bank policy for parameters related to party such as residence
stability, minor age, and financial year. It also supports the following:
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2.7 Party Information

n Preference for triggering due diligence, whether auto or user initiated

n Due diligence types and related identity verifications

n Due diligence checks to be done for a combination of party type and party role

n Rules to derive the relationship manager for a party type

n Rules to derive the list of managers for Broker and Introducer

n Preference of the bank to provide access channels for member

n Option to enable or disable masking and tokenization of PII data elements (pre-determined list)

n Option to enable or disable mandatory capture of upfront consent before data capture

n Option to default the consent values during party onboarding or keep them blank

2.7.8 Single Party View (Fast Path: PI100)
Oracle Banking supports the display of all important party details in a single page. The user can view the
following details in the landing page:

n Name

n Photo and signature

n Preferred address for communication

n Preferred contact details

n Total relationship

n Memos on the party

n Party profile

n Party relationships

n Party holdings

n Risk indicators

n Due diligence

n Notifications

n Customer requests

n Credit worthiness

Oracle Banking also allows the user to view, update and add data pertaining to party from the child pages
within single party view. Also, certain Personally Identifiable Information (PII) data elements of party can be
masked and tokenized for data security purpose.

2.7.9 CRS and FATCA
Oracle Banking supports the capture of other tax residency of a party and allows the user to capture the
countries in which the customer has tax liability along with the tax identification for the country. Parties who
have a tax residency in US aremarked as reportable under FATCA and those who have tax residency in other
countries aremarked as reportable under CRS. Oracle Banking also provides the ability to capture the other
details reportable under FATCA and CRS.
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2.7 Party Information

2.7.10 Services
Oracle Banking supports the following functionality through backend services as explained below:

n Ability to bulk export the Party PII data elements in standard file format.

n Ability to delete all the Party PII data elements, purge identification documents completely from Oracle
Banking database, andmark party and its linked entities as unsearchable (provided regulatory,
geographical rules aremet).

n Ability to delete certain Party PII data elements (optional attributes).

2.7.11 Personally Identifiable Information (PII)
Oracle Banking supports capture of the following list of Personally Identifiable Information (PII) elements for a
party.

Sr.
No. Element Name Description

Mandatory (M)
/ Optional (O) /
Conditional /
Configurable
(C)

Masking

1 Full name
Full name of a party (derived field)
Multiple name types can bemaintained for a
party.

M N

2 Date of Birth Date of birth of a party M N

3 Birthplace Place of birth of a party O N

4 Address

Current, past and future address details of a
party for multiple address types such as home,
work, postal andmore.
Includes address types (Work, Residential,
Postal, Seasonal, Holiday), Line 1 to Line 12,
City, State, Country and Pin Code

M N

5 Gender Gender of a party O N

6 Country of
Citizenship Country of citizenship of a party C N

7 Nationality
Nationality of a party (same as Country of
Citizenship)
This is a backend field and not available in UI.

O N

8 Party Tax
Identification Tax identification details of a party M Y

9 Party Other
Identification

Other identification details of a party such as
passport, driver license and so on O Y

10
Other Tax
Residency
details

All FATCA (US)/CRS (Non US) details of a party O Y

11 First name First name of a party M N

Table 2–1 List of Personally Identifiable Information (PII) elements
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2.7 Party Information

Sr.
No. Element Name Description

Mandatory (M)
/ Optional (O) /
Conditional /
Configurable
(C)

Masking

12 Second Name Second name of a party O N

13 Middle Name Middle name of a party O N

14 Last Name Last name of a party O N

15 Photographic
images Images of party's photograph and signature O N

16 Login name Email ID or User ID or Customer ID of a party C Y

17 Marital status Marital status of a party O N

18 Mother's maiden
name Maiden name of a party's mother O Y

19 Religion Religion of a party O N

20 Ethnicity Ethnicity details of a party O N

21 Race Race details of a party O N

22 BloodGroup Blood group of a party O N

23 Industry Type of industry in which a party is employed O N

24 Occupation Occupation of a party O N

25 Languages Preferred language of a party O N

26 Emergency
contacts

Name and contact number of emergency contact
person for a party O N

27 All Telephone
numbers

Contact details such as phone numbers, email
addresses, fax numbers and so on, of a party
along with preferences.
Includes Fixed Landline Office, Fixed Landline
Work, Fixed Landline Others, Fixed Landline
Seasonal, MobileWork, Mobile Personal, Mobile
Seasonal, andMobile Others

O N

28 All Email address

Email ID details of a party. Multiple email IDs
can bemaintained with any one ID set as
preferred.
Includes Work, Personal, Seasonal, Others
(including the one captured in Basic details tab)

C Y

29 All Social
Network  User ID

Social Network details of a party such as Linked
In, Facebook, Twitter, and Hi5 O Y

30 All Messenger
User ID

Social Network Messenger details  of a party
such as GTalk, Yahoo, MSN, and Skype O Y

31 Education history Educational details of a party such as
qualification, grade, university, and so on O N
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Sr.
No. Element Name Description

Mandatory (M)
/ Optional (O) /
Conditional /
Configurable
(C)

Masking

32 Employer name Name of party's employer in the party's past and
current employments O N

33 Employee ID Employee ID of a party in the party's past and
current employments O N

34 Job
title/Designation

Designation of a party in the party's past and
current employments O N

35 Gross Annual
Salary

Gross annual salary of a party in the party's past
and current employments O Y

36 Smoker Indicator to denote that a party is a smoker or
non smoker O N

37 Height Height in centimeters (cms) of a party O N

38 Weight Weight in kilograms (kgs) of a party O N

39 Hobbies Hobbies and interests of a party O N

40 Disabled Risk indicator to denote that a party is disabled O N

41 Deceased Risk indicator to denote that a party is deceased O N

42 Bankruptcy Risk indicator to denote that a party is bankrupt O N

43 Property title
reference

Unique title reference number for a collateral
Includes all property collaterals where party is
collateral owner (collateral description and
property title reference number)

O N

44
Vehicle
registration
number

Vehicle registration number for a collateral
Includes all automobile collaterals where party is
collateral owner (collateral description and
vehicle registration number)

O N

45 Financial
information Complete financial details captured for a party C N

46 Bank account
information

All bank accounts (account ID, account type and
amount) where a party is an account owner. C N

47 Shareholder of List of organization names where a party is a
shareholder O N

48 Marketing
Consent All marketing consents (including text and value) O N

49
Electronic
communication
consent

Consents given by a party to receive notices and
documents through electronic means of
communication. If selected, it is mandatory to
capture at least one preferred email address for
the party.

O N

50 All Other
Consents

All consents at party level (including text and
value) M N
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2.7.12 Personally Identifiable Information (PII) Shared with Third Party
Systems
Oracle Banking shares the Party PII details with the following third party systems:

n Analytics System

l The Analytics Application enables financial institutions tomanage enterprise performance, risk,
financial compliance and customer insight through analytical tools for various analysis and
report generation.

l They primarily depend on the data supplied by various enterprise applications for the analytics.
Oracle Banking provides various details related to the bank, branches, customers (including
Customer PII details) and accounts to such analytical systems.

l Using this analytics, the bank or financial Institution is better able feel the pulse of their
business health and helps to fine tune their services and offerings to the customers

n Customer Master Data Management System

l The Party module of Oracle Banking can be integrated with any customermaster data
management system or can work as amaster datamanagement system on its own. The
customer details are first created or updated inmaster datamanagement and then updated in
the Party module.

l The party details (including PII details) are shared with the customermaster datamanagement
system as part of customer data life cycle.

l Theremay be synchronous update of such data in the systems.

n Customer Relationship Management System

l The Party module of Oracle Banking can be integrated with any customer relationship
management system. The customer details are shared between the CRM system and the Party
module, with updates synced up with or without a customer datamanagement system in the
middle.

l The party details (including PII details) are shared with the customer relationship management
system as part of customer data life cycle.

The list of Party PII details that are shared with these third party systems is as follows:

Sr.
No. Party PII Details

Third Party Systems

Analytics Customer Master Data
Management

Customer
Relationship
Management

1 Full name N Y Y

2 Date of Birth Y Y Y

3 Birthplace N Y Y

4 Address Y Y Y

5 Gender Y Y Y

Table 2–2 List of PIIs shared with third party systems
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Sr.
No. Party PII Details

Third Party Systems

Analytics Customer Master Data
Management

Customer
Relationship
Management

6 Country of Citizenship N Y Y

7 Nationality Y Y Y

8 Party Tax Identification Y Y Y

9 Party Other Identification Y Y Y

10 Other Tax Residency
details Y Y Y

11 First name Y Y Y

12 Second Name Y Y Y

13 Middle Name Y Y Y

14 Last Name Y Y Y

15 Photographic images N Y Y

16 Login name N Y Y

17 Marital status Y Y Y

18 Mother's maiden name N Y Y

19 Religion N Y Y

20 Ethnicity N Y Y

21 Race N Y Y

22 BloodGroup N Y Y

23 Industry Y Y Y

24 Occupation Y Y Y

25 Languages N Y Y

26 Emergency contacts N Y Y

27 All Telephone numbers N Y Y

28 All Email address N Y Y

29 Education history Y Y Y

30 Employer name Y Y Y

31 Employee ID Y Y Y

32 Job title/Designation Y Y Y

33 Gross Annual Salary Y Y Y

34 Smoker N Y Y
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Sr.
No. Party PII Details

Third Party Systems

Analytics Customer Master Data
Management

Customer
Relationship
Management

35 Height N Y Y

36 Weight N Y Y

37 Hobbies N Y Y

38 Disabled N Y Y

39 Deceased N Y Y

40 Bankruptcy Y Y Y

41 Property title reference Y N N

42 Financial information Y N N

43 Bank account information Y N N

44 Marketing Consent Y Y Y

45 Electronic communication
consent Y Y Y

46 All Other Consents N Y Y

2.7.13 Customer Onboarding from Oracle Sales Cloud
Customer onboarding can be done from Oracle Sales Cloud using the Party onboarding functionality. The
pages are rendered inside the Oracle Sales Cloud application as User InterfaceMash Up.

2.7.14 Customer Establishment
Customer Establishment is the initiation of a new customer into the eco system of a bank. It supports
onboarding a legal entity wherein there is no business arrangement or agreement with the bank (that is a
customer can be onboarded without applying for a product throughOrigination). It aims at supporting a single
point of access to customer data and providing a consolidated view of a customer across the enterprise. It
provides a single platform to onboard customers across different lines of business.
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Figure 2–1 Customer Onboarding using Customer Establishment

With the existing productized integration of Oracle Banking with Oracle Customer Hub (OCH), a list of entities
that are common betweenOCH andOracle Banking have been identified. AnOCH first pattern is followed,
whereby data for common entities betweenOCH andOracle Banking is read from OCH. Any modifications to
the party data under the common entities is updated to OCH and then to Oracle Banking.

It primarily supports the following functions:

n Performing due diligence verification of a customer

n Authorization enabled servicing for existing customer information (for example, updating the address or
phone numbers)

n User-friendly interface that matches the sequence of customer data capture

n Out-of-the-box integration with customerMDM (pre-integrated with Oracle Customer Hub)

n Read and update customer data

n Onboard customer

l New to bank customer (Onboard in OCH andOracle Banking)

l Existing customer in OCH (Onboard in Oracle Banking)

2.8 Multi Entity Multi Branding
The application provides a framework that enables enterprises to cater to their Multi Entity Multi Branding
(MEMB) requirements using a single implementation of Oracle Banking. The banking companies canmake
use of theMEMB framework to save costs in IT infrastructure and achieve operational efficiency.

Banking groups prefer to market several products under various brand names so as to get increased shelf
space in the bankingmarket. The different products they market aremanaged by several lines of businesses
which act as independent units.

The solution provides flexibility for the banks to definemultiple levels of entities as per hierarchy with in an
enterprise. Users are always linked to the lowest level in the hierarchy. It gives the flexibility to resolve data
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for any entity above this level. Bank servicing units or branches can be configured to service one or more
business units.

Users aremapped to a HomeBusiness Unit and can have access to one or multiple Business Units.

Quite often it so happens that the products launched by the banking group under one brand compete with the
products launched by the same banking group under some other brand in themarket. In such cases
confidential data should not be shared across the competing units.

Similarly, some Business Units in the enterprise offers products and services which complement each other.
The data of such complementary units should be visible across the business units to reap the benefits of
cross selling of products and services.

In order to reduce the overall investments in IT infrastructure, banking groups prefer to use the same IT
infrastructure to cater to its entire banking empire of the enterprise.

The following key features of MEMB helps in resolving the data availability issues:

n Supports the co-existence of multiple entities within a single enterprise, such as Legal Entities, Market
Entities and Business Units, while ensuring that system data is precisely partitioned between these
entities.

n Facilitate information sharing across complementary business units.

n Ensure that confidential data is not accessible across competing business units.

n Robust and responsive to changes in information security policies over time.

The solution offers partitioning of data amongst multiple entities based on visibility rules configured for
different categories of users of the bank and self-service channels for efficiently sharing and securing critical
information across complementary and competing business units respectively.

2.9 Product Manufacturing
Product manufacturing offers rich functionality to define variety of products to suit varied requirements of
customers. In order to maintain high level segregation, the solution provides for creation of product classes
such as Loans, CASA, Term deposits, Investment Accounts, Insurance and so on. All products created
belong to one of the product classes defined by bank. Products can also be grouped together under product
groups. The parameters maintained at product groups are propagated to products created under it, thereby
avoiding samemaintenances for each product.

The important features in Product Manufacturing are as follows:

2.9.1 Bank Policy Definition
Oracle Banking facilitates a product manager to define discrete and distinct policies for specializedmodules
or functions namely Party, Bundle, CASA, Loan, TD, Statement, Hardship Relief, Credit and Dormancy. This
provides the product manager more ease and control of bank level parameters for specializedmodules or
functions. This definition is a one-time activity.

Following are the different bank level policies available in Oracle Banking along with the fast path for the
pages:

n Define Bundle Bank Policy (Fast Path: PM005)

n Define CASA Bank Policy (Fast Path: PM002)

n Define Credit Policy (Fast Path: PM009)
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n Define Dormancy Policy (Fast Path: PM008)

n Define Hardship Relief Policy (Fast Path: PM006)

n Define Loan Bank Policy (Fast Path: PM004)

n Define Statement Policy (Fast Path: PM007)

n Define TD Bank Policy (Fast Path: PM003)

n Define Question Sets (Fast Path: PM046)

n Define Unclaimed Policy (Fast Path: PM029)

Oracle Banking provides a hierarchical definition for the product groups:

n Product Class

n Product Groups

n Products

n Offers

The application provides an option to group different products and create product groups. Product groups are
created for a particular product class. Further, the application provides an option to define different offers
under a particular product.

2.9.2 Product Class
Product class is a list of values that defines the high level need of the customer. For example, Loan, Current
or Checking, Savings, Term Deposit, Investments and Insurance. The Interest Rules defined for a product
class are associated to a product.

2.9.3 Product Group Creation
The fundamental features are as follows:

n One product can be linked to single product group.

n A product group can be group of products or group of product groups also.

n HomeEquity Line of Credit (HELOC) is a line of credit extended to a home owner that uses the
borrower’s home as collateral. Its features can be configured for the product group.

n Oracle Banking allows the user to capture purpose of the product group.

n Debit Bureau Check configuration can also be done. This enables the system to decide whether the
debit bureau check needs to be performed or not. The selection of the Debit Bureau Check Required
flag determines that for originating the CASA account, the debit bureau check needs to be performed.
This Debit Bureau Check provides the score of the customer and based on the score, the banker can
decide whether or not to open the checking account and what type of fees can be levied to the account.

n The Regulatory Requirement Questionnaire can be linked to the product group. The user can link
multiple question set IDs which are regulatory in nature and need to be complied as part of Origination
application.

n In case of Credit Card, whether the co-applicant can be included or not, can be configured.
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n An Applicant Eligibility Rule can be configured which has:

l Restrictions on themaximum number of applicants that can apply for an application

l Restrictions on different combinations of party types for an application

The above functionality is addressed in the Define Product Group page.

2.9.4 Product Creation
A product is defined under a product group. A single product can be offered inmultiple currencies. There is a
list of tasks to be performed as a part of Define New Product. The product definition is complete only if all the
tasks are complete. The list of tasks to be completed is:

n Capture Product Details

l Define CASA Product

l Define Loan Product

l Define TD Product

l Define Credit Card Product

l Define Investment Product

l Define Insurance Product

n Define Interest Rule (Fast Path: PM011)

n Define Product Interest Linkage (Fast Path: PM017)

n Add Product to Interest Rate Price Policy Chart for a Product Group (Fast Path: PR007)

n Add Product to Fees Price Policy Chart for a Product Group (Fast Path: PR007)

The above functionalities are addressed in the following pages:

n Define CASA Product

n Define Loan Product

n Define Term Deposit Product

n Define Investment Product

n Define Credit Card Product

n Define Insurance Product

2.9.5 Accounting Template Creation
The accounting template contains a list of events for which accounting entries have to be passed. The list of
events is specific for every product class. The user can define accounting entries for each of these events
and attach them to a product. The accounting entries will be passed on the occurrence of these events for
each account.

The above functionality is addressed in the following pages:

n Define Event Accounting Class (Fast Path: AS020)

n Define Domain Category Accounting Template (Fast Path: AS016)
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n Define Domain Account RoleMapping (Fast Path: AS019)

n Define Product Account RoleMapping (Fast Path: AS018)

n Define Product Accounting Template (Fast Path: AS015)

n Define Product Group Accounting Template (Fast Path: AS014)

n Define Product Group RoleMapping (Fast Path: AS017)

2.9.6 Product Offers
The solution provides ability to havemultiple offers for a single product. The offer has facilities, brand
association, eligibility rule and pricing.

The above functionality is addressed in the following pages:

n Define CASA Offer

n Define LoanOffer

n Define Term Deposit Offer

n Define Investment Offer

n Define Credit Card Offer

n Define InsuranceOffer

2.9.7 Copy a Product or Offer
The solution also provides a feature to copy an existing product or offer and create a new product or offer. The
user also has an option to change few of the products or offer specific parameters of the copied product or
offer and define a new product or offer.

2.9.8 Validate and Publish a Product Group, Product, and Offer to
Origination
There is a sequence of maintenances (that is, Day 0 setups and configurations) in Product Manufacturing that
a product manager or bank user needs to perform in order to publish a product group, product, and offer for
further consumption and usage in Oracle Banking Originations.

Oracle Banking validates if all the necessary andmandatory setups or maintenances have been performed by
the bank user before publishing the product group, product, and offer to Origination.

Validations are applicable at the product group level and product level to ensure that domain accounting entry
definition is maintained and price policy chart for all applicable currencies is maintained. This is applicable
across product class.

2.9.9 Definition of Allowed Currencies
Oracle Banking provides an option to the product manager to define allowed currencies at the product group
level and further override them at the product and offer levels.

A list of allowed currencies, under which term deposit accounts can be opened under a product, andminimum
term for interest eligibility for each currency can be specified. Step up parameters for defining step up TD can
bemaintained.
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2.9.10 Definition of Allowed Term
Oracle Banking provides an option to the product manager to define allowed term (that is, minimum and
maximum term) for Asset at the product group level and further override them at the product level. This
provides the product manager more flexibility in defining asset products.

2.9.11 Option to link different Interest Rule per Currency for a Product
Oracle Banking provides an option to link different Interest Rule per currency for a product. This reduces un-
necessary product proliferation in Product Manufacturing. Rate lock validity period can also be defined for a
rate lock quote at both CASA and Loan offer level.

2.9.12 Product Templates
Oracle Banking provides the template option in the predefined Product Manufacturing pages. The templates
enables the pre-population of all the fields on the page. This reduces the time for the user to capture and save
the record with ease.

2.9.13 Debit Card Features
Debit card definition is enabled as a feature that can be linked to a CASA product and to CASA offer. More
than one feature can be defined and attached to an offer which is displayed in origination. The customers can
choose the card that they prefer.

The above functionality is addressed in the Define Debit Card Features (Fast Path: PM039) page.

2.9.14 Linkage of Dependent Offers
Certain offers may be enabled for subscription only if some other mandatory offers are subscribed for or
maintained. Such dependency can be defined in amaintenance page. Presently, this linkage exists among
CASA and Loan offers.

The above functionality is addressed in the Link Dependant Offers (Fast Path: PM018) page.

2.9.15 Office Accounts as CASA Accounts
CASA accounts can be defined as Office Accounts. These accounts are specifically marked as Office
Accounts during configuration. They are used for specific purposes such as pool account of the bank to
collect taxes or any such amount on behalf of the government which later needs to be reconciled. Biller
accounts is another example of office accounts.

2.9.16 Product Hierarchy View
Users can view the entire product hierarchy in a single place. All maintenances from product class to offer and
the associated linkages are displayed here.

2.9.17 Define Campaigns
Campaign definition can be done in Product Manufacturing. Campaign start and end date can bemaintained
along with product groups and offers that are a part of the campaign. Accounts can then be originated in the
campaign.

The above functionality is addressed in the Define Campaigns (Fast Path: PM024) page.
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2.9.18 Offer Selector
Offer selector recommends the eligible offers during Origination based on:

n Eligibility rules defined

n Responses received to the Lending Questionnaire

n Facts captured in the application

2.9.19 Define Rewards Maintenance
Non financial benefits can be defined in the Oracle Banking for TD offer, CASA offer, Loan offer, Credit Card
offer, Campaign, and Bundle. The Reward is defined and linked to the combination of Offer or Campaign, or
Bundle and Rule. The rule is executed during Origination. The fulfillment of the rule is a part of consulting
activity.

Financial Rewards are displayed in the Offer Selector page during Origination to facilitate the user to take
informed decision while selecting the offer. The financial rewards aremaintained in the Pricing.

2.9.20 Flexi Credit Facility
To enable Flexi Credit Facility (FCF), validations are built in the credit policy with group type as MOF and
product class as CASA. Specific parameters for FCF such as interest rate type and interest set off
applicability are available in CASA offer.

2.9.21 Offer Bundling
The solution provides a feature to the bank to group products across different lines of business. For example,
Home Loan, Transaction account and Credit Card.

A bundle is considered as a single unit for sale and specific benefits can be configured for customer who
subscribes for the bundle.

The solution is beneficial to the bank as well as customers. Using this feature the bank can cross sell
products to new and existing customers and earn revenues in the form of bundle subscription and
maintenance fees, while the customers are benefited in terms of additional interest margins and discounts or
waivers on fees. These bundle benefits can be offered for a limited period or perpetual.

The above functionality is addressed in the Define Offer Bundle (Fast Path: PM026) page.

Bundle recommendation in servicing

Oracle Banking provides an option to open new account in servicing typically in two cases:

n Split Loan functionality: Using this functionality in loans, the customermay opt to split a parent loan
account and create a new child account under it.

n Manage Facility within Arrangement: As part of this functionality, the user can create a new
account under an existing facility to utilize the un-utilized facility amount.

Thus, whenever a new account is opened in servicing using the above avenues, the system provides
recommendation of bundles, so that the customermay opt to include the new account to a bundle. As a result,
the new account will receive bundle benefits (that is, in terms of additional interest margins and
discounts/waivers in fees) once the same is opened in servicing.

As part of bundle recommendation, the system recommends new as well as existing bundles to the user. The
customermay opt to include the new account to any of the bundle.
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Bundle Eligibility

Banks can define eligibility rules and attach it to the bundle. Customer satisfying the eligibility rules will be
able to subscribe to the bundle. While setting up the bundle, bank can define whether the eligibility criteria
should bemet by all the bundle owners or any of the bundle owners.

Bundle subscription and managing a bundle in servicing

Customers may opt to subscribe bundle and link existing accounts to a bundle. As a result, these accounts
will receive bundle benefits (that is, in terms of additional interest margins and discounts or waivers in fees),
once the same is linked in servicing. Customers may also opt to unsubscribe a bundle or delink accounts from
a bundle or change the bundle fee recovery account in servicing.

The above functionality is addressed in the following pages:

n Subscribe for Bundles (Fast Path: BN100)

n Manage Bundle (Fast Path: BN101)

2.9.22 Master Data Management of Product Manufacturing
Following are the capabilities of master datamanagement of Product Manufacturing:

n Ability to export product configuration to third party systems: The new offer is published after
validation and if any changes happen in the offer, then that offer will be published to the third party after
successfully saving the data. If there is any change in the product and product group, then all offers of
the product and product are published to the third party. The system stores information of the published
offer and related information into staging area during EOD. Third party system can pick up Product
Manufacturing data from staging areas and upload into the system.

n Importing product configuration into Oracle Banking from third party system:Ability to import
data from other systems through web services into Oracle Bankingmanufacturing.

n Dashboard for product performance:Ability to display the performance of the product group,
product and offer based on various parameter such as number of accounts opened during the period,
type, age and location of customer, location of branch and profitability of product.

n Ability to display status of all mandatory maintenance under product: Users can view the status
of all mandatory maintenance under product group. They can also create, modify and view the details
of maintenances.

2.10 Eligibility Framework
A bank may need to specify a set of predefined values as the eligibility criteria for each entity and evaluate
whether a particular value or a set of values matches eligibility criteria defined at any time.

Banks have varying product offerings such as retail loans, mutual funds, and payment services to suit the
diverse profile of clientele they have. Each of these products offered is targeted towards a specific group of
customers and will have its own inherent characteristics. For example, a bank might want to offer one product
only to a specific group of customers, namely salaried individual customers. The bank might want to offer this
product through a list of pre-defined branches only. The bank might want to offer a product only in a specific
currency. For example, all home loans are to be in local currency only.

Eligibility framework is a simplemaintenance using the user-friendly rule framework. Using Rule definition,
offer eligibility is achieved. Rules are set up using specific offer eligibility fact groups. Such fact groups are for
channels, party, collateral, purpose codes and sourcing entity including brokers. System returns the value of
the rule on evaluation which determines whether a customer is eligible to apply for a specific offer.
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The various parameters based on which offer eligibility rules can be defined are as follows:

n Allowed or Disallowed list of Channels in which anOffer is to bemade available.

n Allowed or Disallowed list of Collaterals for an offer.

n Allowed or Disallowed list of Facilities for an offer.

n Allowed or Disallowed list of Party Values for an offer

n Allowed or Disallowed list of Sourcing Entities for an offer

2.11 Alerts
The solution offers the following features:

n The solution offers feature to generate alerts and bank notifications to customers, cosigners, broker or
introducer (only bank notifications), and some external parties for pre-defined events. The events can
be financial and non-financial. On occurrence of such activity or events customers get alerts. Message
templates can bemaintained for each alert. Themessage template will be resolved based on a rule set
up, in addition to the existing parameters.

n The solution provides the ability to defer dispatch of alerts if alert dispatch type is selected as
"Deferred" for Subscription type of Alerts. In such cases, Oracle Banking does not send the alerts on
occurrence of an event, instead it puts the alerts on hold and sends it in EOD.

n The solution provides the ability to dispatch the alert to recipients such as, initiator of transaction on
completion of approval process or to a broker on certain events occurring either due to themilestone
being reached in Oracle Banking Originations workflow or servicing events based off maintenance or
transactions performed from Oracle Banking Originations.

n For example: Account opening is an activity and CASA account opening can be an event under this
activity. Fund transfer can be an activity which will have fund transfer credit event and fund transfer
debit event.

n Rules can be defined for alerts based on business requirement. For example: Transaction amount
greater than USD 100.

n Customers and some external parties of Bank can also subscribe for specific events. The subscription
for alerts can be for specific customer account.

n Ability to send alerts to third parties: Earlier alerts were sent only to account holders. Alerts are also
sent to third parties such as brokers and so on.

n Ability to send alerts to other related parties linked to the account apart from the account holders.

n Ability to send alerts to SecureMailbox.

n Use the alert template rule to include a fixed outcome, if alert can be dispatched. This attribute can be
used to handle scenarios such as, the bank may not want to dispatch alerts directly to customers when
they have contacted the bank through a broker. The bank may want the notifications to be sent directly
to the brokers who in turnmanage the communications with the customer. This parameter will bring the
flexibility where bank can choose to notify customers or not depending upon the business model
adopted by the bank.

n Ability to set different "From" email IDs and phone numbers, when alerts are to be sent by different
market entities or business units.

The above functionality is addressed in the following pages:
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n Message Template (Fast Path: AL03)

n Alert Maintenance (Fast Path: AL04)

n Alert Subscription (Fast Path: AL05)

In cases, where the alerts havemissed the desired recipient due to technical/DND or other reasons, alerts
can be inquired and resent manually.

The above functionality is addressed in the Alert Support (Fast Path: AL10) page.

2.12 Content (Document Management System)
Documents form an integral part of any bank without which they are not able to perform their day-to-day
business activities. Content management in Oracle Banking is handled through Content module. It is
designed to provide a uniform set of services for content management across Oracle Bankingmodules. It
serves as a standalone system for managing all the document related processes in an organization. These
documents are basically of two kinds:

n Inbound Documents: Documents collected from customers

n Outbound Documents: Documents generated and dispatched to customers

These documents once defined can then be easily attached to individual processes or entities by creating
some custom rules based on various parameters.

The important features of Content are as follows:

2.12.1 Document Type Definition
A definition of every document to be used in Oracle Banking, whether inbound or outbound can be created.
Once defined a unique document type is created. Information like whether an inbound document type is
recurring in nature or permissible delivery channels for an outbound document type can be captured here.
Additional data like tags for inbound and inserts (scanned copies of additional materials to be sent along with
documents) for outbound documents can also be specified.

A number of inbound document types can be logically grouped to create a document category. Documents
under a category can bemarked as mandatory or optional.

An inbound document that is received and stored in IPM can be retrieved and sent as an outbound document,
like a covering letter, along with this particular inbound document as an insert.

The above functionality is addressed in Document Type Definition (Fast Path: CNM01) page.

2.12.2 Document Policy
Various rules can be created to help associate a document type or document category with certain processes
or events of Oracle Banking or certain entities like party. Document Policy is assessed in runtime to
determine what set of documents need to be collected or dispatched to respective bank customers. Policies
can be created at Application, Collateral, Party, Product Group, and Submission level.

The above functionality is addressed in Document Policy Definition (Fast Path: CNM03) page.

2.12.3 Interface with Third Party Systems
For generation and dispatch of outbound documents, Oracle Banking has capability to interface with multiple
external third party document management systems. Various document templates stored in these systems
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can be accessed from Content. Oracle Banking framework enables triggering of different API pertaining to
different document generation systems. Oracle Banking document upload service can be consumed by other
external system for enabling inbound document upload. Oracle Banking has the data sufficiency to interface
with external systems of physical documents storage. Additionally, it exposes services for upload of
documents that have been rescanned.

2.12.4 Document Checklists
Document Checklist is a taskflow that can be invoked by various Oracle Bankingmodules at appropriate
stages of a business process to view and act on both inbound and outbound documentation requirement that
gets resolved as per the document policy defined for a particular Oracle Banking event/process. There is
provision to upload inbound documents and create instructions for generation and dispatch of outbound
documents from checklists. Various delivery channels like Post and Email can be specified for a document to
be dispatched to a recipient.

Ability is provided to override themode of delivery for one or all of the list of documents generated in the
outbound checklist.

2.12.5 Acceptance and Execution of Documents
For outbound document types it can be specified whether they require customer acceptance and/or execution
process. Any business process which generates this document type can use these flags and built a
mechanism to track the acceptance of the document by the customer or execution of the document.

A separate taskflow is present for displaying documents which require acceptance or execution. User can
manually update the status of documents once customer has accepted the document or a document
execution has been completed.

2.12.6 Document Search and Upload
Soft copies of every inbound and outbound document are stored in an external system (not part of Oracle
Banking) called Image Processing System (IPM) where versions of uploaded documents are alsomaintained.
User can assess these soft copies anytime from Content. Every uploaded document is given a unique index
which helps in further processing of document.

Inbound document can be scanned for virus andmalware before uploading in Documaker.

A separate page is provided for searching a document based on various parameters like document type,
document status, indexes, and so on. The page can also be used for updating indexes, status and tags of a
document.

The above functionality is addressed in Document Search and Upload (Fast Path: CNM06) page.

Documents which are not part of document policy can be collected from customer by uploading them from a
separate ad hoc document upload page.

Oracle Banking supports upload of multiple documents in application tracker and in verification task inside the
inbound checklist page. The allowed limit for a single document file in multiple documents is 20MB and the
total upload limit for all documents is 40MB.

Documents are allowed to be configured with expiry tracking types for inbound document after they are
uploaded depending upon the document upload date, issue date of document or expiry date of document.

Both functionalities of questions related to the documents upload in context of verification and document for a
set of questions is supported.
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2.13 Remittances and Collections
Remittances and Collections offers a solution for functions such as clearing, collections and payments which
are required by the end customers for their ad hoc requirements and which are commonly required for various
other applications under Oracle Banking, thereby providing a strong foundation for existing suite of Oracle
Banking. Remittances and Collections functions can be invoked as a part of Settlements by other modules
such as CASA, Term Deposits, or Loans.

Oracle Banking offers twomodels. The bank needs to opt for any one of thesemodels at the time of
implementation and it is a one-time choice.

Model 1: In this model, the entire initiation of the transaction as well as the network resolution and so on
(based on the internal day 0maintenances) is performed within Oracle Banking. This includes activities such
as file uploads, exception handling, processing of any inward transactions and so on.

Model 2: In this newly introducedmodel, the capability is provided to integrate with any of the third party
payment product processors. The bank has the option to opt for the Oracle Banking Payments product in
which caseOracle Banking is pre-integrated with the in-house Payment product processor. However, Oracle
Banking also has the capability to integrate with any other product processor.

Given this scope, only the following three pages aremaintained in Oracle Banking:

n Initiate Outward Collection and Payment (Fast Path: PY011): This page captures the basic details and
initiates an outward collection request or an outward payment request.

n Define Bank Float (Fast Path: PY001): Since the product processor does not have any control over
accounts maintained in Oracle Banking, the float definition is handled out of Oracle Banking. Bank float
helps in defining the type of accounting that is performed specifically for the outward collection flavor in
the US region.

n Reject CodeMaintenance (Fast Path: PY100): Since the product processor speaks to the external
network in this model, this maintenance page is used tomap the internal Oracle Banking level
exception codes with the network level reject codes that aremaintained by the product processor.

In theModel 2,

n The initiation happens from Oracle Banking, either as a standalone capture or through the Settlement
route.

n The customer account level validations (if the account is with Oracle Banking) is done at Oracle
Banking. All other network level validations are performed by the product processor.

n Similarly, the customer side accounting happens at Oracle Banking while the network side accounting
is performed by the product processor.

n File uploads happen from the product processor and only customer side validation calls are sent to
Oracle Banking.

n All the exception handling is routed to queues maintained with the product processor.

n Oracle Banking needs to have a data synchronization with the product processor for Account Details
Sync, Network Details Sync, Reject Codes Sync, and Branch Sync.

All functionalities described in the below sections pertain to theModel 1.

2.13.1 Core Functionality
The Remittances and Collections provides the following core functionalities:
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n The Payments or Clearing or Collection (also referred to as Remittances and Collections) Services are
composed of different maintenances (Day 0Maintenances), each of which serve to define the various
parameters within which a banking company seeks to operate, and the essential service calls required
to honor the core functionalities. These services are used for various purposes by the various products
under Oracle Banking.

n The Clearing Services can be used to perform one of the basic functions of a bank, which is to accept
and honor written instruments and enable customers to issue instruments for money transfer, be it a
Cheque, Manager’s Cheque, Demand Draft, or Money Order.

n The Collections services provides for functions similar to the Clearing Services with one difference.
The clearing services cater to the transfer of money vide a physical instrument whilst the electronic
collections cater to transfer of the funds vide electronic channels. Collections services cater to various
incoming and outgoing collection instructions such as Request For Debit (RFD) or Direct Debit. The
services tomanageMandates, such as Addition, Deletion, Edit, of Mandates (which form the basic
authorizationmechanism for Collection Instruments) are also provided for.

n The Payments Module provides the services of Domestic Payments using any of the bank's chosen
networks and includes initiation and processing of outward payments as well as receipt and processing
of inward payments.

n The Payments and Collections work out of the samemodule with some incremental features like
Mandate Registration and Counterparty Maintenance for Collections.

n ExceptionManagement provides services tomanage any exceptions arising out of the processing of
instructions in any of the abovementionedmodules that is, Clearing, Collections or Payments.

n Bank Drafts can be issued, liquidated or printed on the request of the customers. The status of the
instruments issued can bemodified for a fee and the instruments can be reprinted if necessary.

2.13.2 Maintenances
The entire Remittances and Collections module is based on themaintenances that are configured as part of
the initial setup. Thesemaintenances define the behavior of each of the individual functionalities and also
enables the setting up of the processing logic or processing rules.

The entire set of maintenances help the bank to set up the various clearing zones, identify the network
through which any instruction is sent or received as well as the treatment for each transaction in case of
returns or refusals.

The various maintenances to be set up are:

n Zone Maintenance (Fast Path: PC001): The various clearing zones and circles aremaintained in
ZoneMaintenance page. Zone and Circle are geographical locations. The Circle ID is used to identify
the location of the institution and can be further used to resolve the endpoint for the clearing
transaction. Each Zonemay havemultiple Circles attached to it. Each Bank-Branch is attached to a
single circle. This will bemaintained in Bank Directory maintenance.

n Bank Directory Maintenance (Fast Path: PC226): Bank Directory is used tomaintain and inquire a
list of all institutions (banks and their branches) that may participate in clearing and payment
transactions. This maintenance also captures the address of the bank-branch and the applicable
Clearing Sort Code (routing number), IFSC code and SWIFT code which are also termed as Institution
ID types.

n Float Configuration (Fast Path: PC006): Float configuration is used tomaintain the various
combinations of float days involved in the resolution of the related value dates in clearing and payment
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transactions. Various types of floats can bemaintained based on the Posting Date, Activation Date,
Endpoint Entry Date, Endpoint Value Date, Bank Value Date or Customer Value Date.

n Endpoint Maintenance (Fast Path: PC220): Endpoint is the physical entity with which the bank
interacts for clearing or payment transactions. Different Endpoint can bemaintained for different
currencies. Under this maintenance, various aspects of the endpoint such as Institution ID Type,
Calendar ID, Electronic gateway used by endpoint, network used, and so on can be recorded. One or
more endpoint segments can be attached to an endpoint. Endpoint segment denotes a logical grouping
to which instruments deposited or uploaded are attached.

n Clearing Branch Linkage Maintenance (Fast Path: PC018): Normally a single branch within a
certain geographical area such a city or a district is assigned to perform the clearing related activities
for all other branches within the city or district. The Clearing Branch Linkagemaintenance is used to
link all the branches of the Bank as defined in the BranchMaster in Common Services to their
respective Clearing Branches. This maintenance is used to determine the clearing branchGL for
clearing transactions on any account in any branch.

n Institution Endpoint Participation Maintenance (Fast Path: PC218): This maintenance is used to
list all the institutions participating in an endpoint. We can also capture the correspondent institution for
an institution which participates through its correspondent. The various transaction types such as DD,
RFD, Clearing, and so on have to be selected for the institution participating in an endpoint.

n Transaction Template Maintenance (Fast Path: PC232): Payments and Clearing transactions may
have to be classified and assigned different preferences across various set of parameters. Such
classificationmay further need to be differentiated for transactions where the drawee and beneficiary
accounts are within the sameOracle Banking installation, within the same bank but on different
systems or in different banks. This is supported by defining the Transaction Templates. A transaction
template is defined for a combination of Transaction Type, Collection Type and Transfer Type.

n Transaction Template defines the various Amendment Parameters which can bemodified for re-
processing of transactions that were rejected during upload. It defines the parameters to be used for
arriving at or validating the activation date for a transaction. It also defines the parameters with respect
to reject, recall and dispatch behavior for each transaction namely, the date till when such an action is
valid and the basis for calculating that date. It also defines whether a particular transaction can be
processed or not as a 'Return'. Further, the retention days for various types of transactions can be
defined. For Clearing transactions the instruments applicable for that transaction are linked in the
Instrument Category Linkage section.

n Transaction Category Maintenance (Fast Path: PC217): There are various types of Payments and
Clearing transactions such as Inward Clearing, Outward Clearing, Incoming Collections, Outgoing
Collections, Incoming Payments, Outgoing Payments, and so on. Each of these transaction type is
defined andmaintained in Transaction Category Maintenance. The attributes for recognizing duplicate
records are defined for each transaction category. Transactions for reject, recall and reverse of clearing
and payment transactions are also defined as categories and linked to the respective transaction
category in the Category Relations section. Each transaction category is defined on the basis of
Transaction Type, Collection Type and Transfer Type. This maintenance also defines if a mandate
needs to be validated or not in case of an inward collection transaction.

n Instrument Category Maintenance (Fast Path: PC210): For paper based clearing there could be
multiple types of instruments such as Savings Account cheques, Overdraft Account cheques,
Demand Drafts, and so on. All these types of instruments are defined andmaintained using the
Instrument Category Maintenance. Each instrument is classified as either aManager's Cheque (for
example, Demand Drafts) or a Personal Cheque (or just Cheque, for example, Savings Account
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Cheque, At-par Cheque). The Bank can also identify the number of days post which the cheque
(instrument) has to be considered as Stale or out-of-date. Additionally, the instrument can be identified
as allowed in local presentation to support At Par clearing. This is useful when there aremultiple
clearing houses all over the country to support local clearing and within such a set-up certain types of
instruments can be processed for clearing at any of the clearing houses, preferably the one pertaining
to the location of the beneficiary.

n Reject Code Maintenance (Fast Path: PC016): While processing payments and clearing
transactions by upload, the recordmay either pass or fail certain validations performed by the system.
Failed records aremarked as Rejected and queued for Reject Processing. The reason for rejecting a
transaction needs to be available for each record for further processing. Similarly, a user too can reject
a record which was passed by system (for example, signaturemismatch check is donemanually and
systemmay pass the record) by assigning a reason for reject.

n The reject reasons are assigned to reject codes and are defined andmaintained in Reject Code
Maintenance. Each reject code is linked to a transaction category and instrument type. Also each
reject code is linked to one or more system exception codes (business policy violation codes) which
are the codes that identify the exception conditions as encountered by the system during processing.

n Endpoint Reject Code Linkage Maintenance (Fast Path: PC214): An end point may recognize a
separate set of reject codes from those used by another end point or by the Bank. To facilitate this the
Bank can define End Point specific Reject Codes using the End Point Reject Code Linkage. Using this
maintenance, the Bank can also identify which particular reject codes can be set for auto return. A
record which encounters such a reject code will bemarked for return automatically and will not wait for
the Outward Clearing (OC) batch for return processing.

n Institution Category (Fast Path: PC247): An institution type and the way it is identified can be
defined in this maintenance. Institutions can be identified by way of various standardized IDs such as
SWIFT, BSB, IFSC, IBAN and so on. The various types of such identification codes can be defined.

n Processing Queues (Fast Path: PC207): Users can define the various processing queues that they
require for any Payments or Collections transaction. The default queues are SUCC and PROC.

2.13.3 Clearing
Clearingmodule offers the ability to accept, post, process and clear all kinds of physical instruments like
cheques, drafts, and so on. Inward clearing (where the customer's account is debited) and outward clearing
(where the customer's account is credited) are handled out of the clearingmodule.

The various transactions or processes involved in clearing are:

n Cheque deposit (Fast Path: PC213): Cheques deposited to the credit of CASA, TD, or Loans can be
accepted. Any valid CASA or GL account can be captured as the beneficiary account. The details
pertaining to the cheque such as amount, currency, instrument type, routing number and narration are
captured.

Based on the float configuration, proceeds are credited to the account either as cleared funds or
unclear funds.

n Immediate Credit (Fast Path: PC206): Theremay be a request from a customer for immediate credit
against the cheque deposited for outward clearing. The Immediate Credit option helps to extend such
credit against a cheque already deposited for that account and is in unclear status. There can be a case
of full immediate credit or a partial immediate credit.
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n Clearing File Upload (Fast Path: PC111): Outward as well as Inward Clearing File Upload is not a
separate interface rather it is supported through theGEFU interface. Any outsourced agency may also
send periodic information dumps (in electronic file formats) to the bank with summarized information of
funds that need to be credit to customer's account. This enables the Bank to extend unclear funds to
the customers rather than awaiting details. The clearingmodule supports such activities. File uploads
can be Summary Uploads (intra-day) and Detailed Uploads (end of day).

n Float Extension (Fast Path: PC239): Theremay be occasions when a cheque deposited to customer
account may not be honored by the drawer's bank within the specified float or when theremay be delay
at the endpoint in providing clear funds to the bank due to unavoidable circumstances. In such cases,
the Float Extension option is used.

n Global Float Extension (Fast Path: PC239): Theremay be occasions when a particular institution
may not be able to complete processing for clearing transactions and provide clear funds. In this case
one can use theGlobal Float Extension option to extend the float for all Outward Clearing andOutward
Collection which were drawn on a particular institution. The new value date for theseOutward Clearing
andOutward Collection items will be arrived at based on the number of days entered for extending the
float.

Float extension will be applicable to Outward Clearing and/or Outward Collection as per selected
activation date and Transaction Type (belonging to selected Institution ID) and having instrument value
date greater than current date.

n Inward Clearing run/Outward Clearing run and Clearing File Uploads

The Inward Clearing (IC) process is executed online, when the inward clearing file is uploaded. The
inward clearing process can be runmultiple times and those instruments which came for processing
after the previous IC run will be available. This service can also be executed through the scheduler.

TheOutward Clearing (OC) process can be executed online and at any point during the day. This
service can also be executed through the scheduler. Outward clearing process is run for Returns Batch
processing; Endpoint consolidation for GL entries (if defined); and Call to pricing to fetch fees to debit
CASA accounts for Inward Returns.

OC can be runmultiple times and all those instruments which were not picked up in the earlier OC run,
will be picked up now. Clearingmodule handles the status of the instruments for this purpose.

Once theOC is run for the returns clearing, all instruments in scan reject will bemarked internally
returned. Then there can be nomore action which can be done in the Scan Pass (Fast Path: PC203) or
Scan Reject (Fast Path: PC204) page.

The number of days available to act on passed or returned instruments are defined as themaximum
response days. For outward clearing, they are based on the value date and for inward clearing, they are
based on the posting or the activation date.

n Clearing Inquiries (Fast Path: PC009): The user can do a cheque status inquiry of both an inward as
well as an outward clearing cheque. Based on the search criteria, the cheque status can be inquired, till
the data is purged.

n Exception Handling/Returns Handling: All the returns of Inward clearing (referred to as Outward
returns) are handled as part of the Outward clearing run (Fast Path: PC234).

All returns of Outward clearing (referred to as Inward returns) are a part of the Inward clearing file and
hence no separate treatment is required for the same.
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All exceptions are handled out of Scan Reject (Fast Path: PC204) page.

The refusal of returns is also handled as part of the returns handling process.

n Accounting: Accounting for Clearing transactions involves Customer Accounts (CASA, TD and
Loans for outward clearing, CASA for inward clearing) and certain General Ledger accounts such as
Endpoint GL, Intermediary GL (used for consolidation entry for endpoint), Cheque For Clearing (CFC)
GL and Inward andOutward Clearing SuspenseGLs.

n Alerts:Alerts for certain defined events are generated and communicated vide SMS, email, and so on.

2.13.4 Payments and Collections
The features are:

n The Payments module enables the bank to send payments tomultiple networks. The payment
transaction capture can be initiated frommultiple channels like Internet Banking, Branch, and Phone
Banking.

n The Payments module has a provision for interfacing with other external systems for various purposes
such as fraud check, bill payments, andmessaging.

n The Payments module is a comprehensive transaction handling andmanagement system, which
integrates with the overall system for settlement of payments, charges, commissions andMIS. All the
relevant account balances will be updated when transfers are processed.

n Exchange rate conversions are automatically effected in cases of cross-currency transfers based on
the rate andmethod of conversion that is defined.

n Any transactions, which involve transfer of funds between accounts, involves the user to provide
certain specifications.

n Once the transaction is submitted, the system sends funds transfer messages to external networks
based on the transaction type and pass the appropriate accounting entries.

n In case of incoming transactions, rules aremaintained in the Payments module to enable STP. On
receipt of any payment message, it resolves a Product for each of the transaction and accordingly the
customer is credited or debited.

n Payments module is broadly classified into two stages - Capture and Processing. Capture is where
user captures the transaction and basic validations are done. Processing is where the resolutions such
as network, value date, settlement resolution is done, and the transaction is handed over for
messaging and release into the network.

n Payments can be either Incoming Payments or Outward Payments.

n Similarly, Collections can be either Inward collection or Outward Collection.

n AnOutward Collection transaction involves the transfer of funds from a different account into
customer's account. Such transactions are initiated by the creditor who instructs his bank (the creditor
bank) to draw a certain sum from the debtor's account (in the debtor bank), assuming that such an
agreement exists between the debtor and the creditor of the transaction and their respective banks.

For Outward Collection, customer can set up credit mandate for periodic collections or onetime
collection through branch banking.

n Funds Movement service is a facility which the bank can use in its direct banking. The bank can
expose a single UI to its customers for the entire breadth of payment services. The underlying Funds
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Movement service then identifies the relevant trigger module as well as the final destination. Based on
this, the type of payment, that is funds transfer, domestic payment, international payment, collections
or a bill payment transaction service will be called. The entire orchestration is managed by the Funds
Movement service.

n An Inward Collection transaction involves receiving the incoming collectionmessage from the creditor
bank, and processing the payment by drawing a certain sum from the debtor’s (customer’s) account
provide. Such an agreement is maintained between the debtor and the creditor of the transaction and
between them and their respective banks.

For Inward Collection, customer can register amandate through branch banking for an Inward Direct
Debit.

n Outward collection processes consists of key activities such as addition of linked accounts,
verification of linked accounts, setting up a credit or receive funds instruction, and raising a Collection
request.

n All the payments and collections transactions can be viewed by using the Payments and Collections
Transaction Inquiry (Fast path: PC211) page. User can search and inquire a transaction using various
search options.

The above functionalities are addressed in Payment or Collection Transaction (Fast Path: PC216) page.

2.13.5 Business Payments/Business Collections
The features are:

n Business Payments allow a business customer to transfer funds from one account to many accounts
and is useful for regular multiple transfers, such as payrolls, creditors payment. Money can be
transferred to a customer's own accounts, to third party CASA or loan accounts within the bank or to
accounts with other financial institutions. In other words, it is single debit andmultiple credits.
Business payment can be triggered from Internet banking, branch through file upload. Business
payment can be current dated as well as future dated up to amaximum of 120 calendar days.

n Business collection allows customer to collect funds frommany accounts to credit a single account.
Money can be collected from third party accounts or own accounts within the bank or to accounts with
other financial institutions. For example, Insurance Premium Collection. In other words, it is single
credit andmultiple debits. Business collection can be triggered from Internet banking, branch through
file upload. Business collection can be of current dated as well as of future dated.

n Business Payments or Business Collections transactions can also be uploaded as Standing
Instructions through a file upload. The option to define if it is one time transaction or the recurrence
pattern if it is a repetitive transaction is provided.

n Fees for Business Payments (Credit) and Business collection (Debit) are charged on a cumulative
number per month basis calculated on the number of transactions processed at a fixed price per
transaction.

n The facility for business payments or business collections is defined at the CASA offer level.

n Direct Entry Identification CodeMaintenance: DE Identification Code refers to direct entry user ID.
This is used by the Corporates while processing business payment and collection. There can bemore
than one DE Identification ID for single customer which have been assigned to the customer according
to the Line of Business (LOB) For example, ABC company may have 3 different DE Identification ID
for three different line of business (Banking, Insurance, Wealth Management).
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n Trace Account: Trace account number is an account number on which dishonor transaction is posted.
Trace account number is used when external payment is sent as part of business payment, and
external bank has returned such transaction due to any reason. Such return is processed to trace
account mentioned in original record. This will be applicable to business payment and not to business
collection.

The above functionalities are addressed in Business Payments / Business Collections (Fast Path: PC112)
page.

2.13.6 Mandate Registration
TheMandate is an instruction given to the bank by the customer to honour an inward direct debit received
from the counterparty. It is a prerequisite setup required to honor an inward direct debit. Themandate ID
maintained by the customer would be communicated to the counterparty bank through a response file or an
equivalent mode.

The conditions defined in amandate, which need to be considered while validating a transaction are typically:

n Validity of themandate

n Amount requested to be within maximum limit defined inmandate

n Sufficiency of funds

Such inward collections transactions that have been successfully posted can be recalled within themaximum
response days as defined in the transaction template.

The above functionality is addressed inMandate Registration (Fast Path: PC008) page.

2.13.7 Counterparty Maintenance
The linked account maintenance will capture details of the counterparty. On submission of a request,
counterparty’s account would receive a penny credit along with a reference number. The reference number
would form a part of the transaction narration and can be checked by the counterparty. Status of the linked
account would be "Unverified" till the time it is authenticated.

In addition to the linked accounts, this option can also be used tomaintain a list of payees by the customer.

The above functionality is addressed in Counterparty Maintenance (Fast Path: PC015) page.

2.13.8 Exception Handling
All the transactions handled out of Clearing, Collections, or Payments are finally routed through two pages
which are the Scan Pass (Fast Path: PC203) page and Scan Reject (Fast Path: PC204) page. The
transactions that have passed all validations set for that particular transaction successfully will move into the
Scan Pass page.

A user may be permitted the following actions against a particular transaction from the Scan Pass page:

n Reject: The user can reject the transaction andmove it to the Scan Reject queue.

n Recall: The user can recall a transaction. This is typically applicable for an inward collection
transaction that has been successfully posted. The transaction can be recalled within the permissible
time limit as defined in the Transaction Template (maximum response days).

n Float Extension: The user can allow for extension of float in certain circumstances and this is
possible by accessing the transaction in the Scan Pass page.
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All the transactions that fail due to any or all validations set for that particular transaction will fall into the Scan
Reject queue.

A user may be permitted the following actions against a particular transaction from the Scan Reject page:

n Float Extension: Similar to the action in Scan pass, float extension can be permissible for a
transaction in Scan Reject.

n Reject: Normally for transactions arising from the clearing or collection functions, all line items falling
in the Scan Reject items are picked up at the end of day or during the day when the user invokes the
OC run. These transactions are then processed as outward returns. At times, the user may want to
manually reject the transactions and in such cases, the Reject action is invoked. A refusal (that is,
reject of a return, also called as Type 3 transaction) is handled in this workflow.

n Reprocess: The user may want to reprocess the transaction and settle it against another CASA
account, or a GL account. In such cases, the reprocess option is invoked.

The Scan Pass and Scan Reject queues are primarily governed by the Day 0 setup and the option of enabling
or disabling any action button is driven by what is defined in the Day 0 setup.

2.14 Generic Feeds
Oracle Financial Services Analytical Applications (OFSAA) enables financial institutions tomanage
enterprise performance, risk, financial compliance and customer insight through various analytical tools.
OFSAA primarily depends on the data supplied by various enterprise applications for the analytics. The data
from various enterprise applications are fed into a common staging area from which OFSAA picks up the data
for various analysis and report generation.

Like any other enterprise application, Oracle Banking also provides various details related to the bank,
branches, customers and accounts to OFSAA. The account transaction details supplied to the common
staging area will also be used by FAH for enterprise level general ledger accounting.

Note

OFSAA and FAH are products of Oracle which need separate
licensing.

2.15 Asset Classification (NPA Management)
The date of first default is stored to keep a track counter of number of consecutive days, for which an account
is irregular. This is computed from the day, the account first became overdue, till the day all the arrears are
fully paid. Hence, this counter is distinct and independent of the DPD count computed for an account.

Partial charge off of loan and transaction account is allowed in addition to the full charge off and reversal of full
charge off functionality.

Asset classification also provides an option at account level to stop the account from being classified
automatically and vice-versa.

2.16 Hardship Relief
Whenever a relief type is given, system shows a simulated relief benefit amount on the page. User can click
on the page to get the relief details for relief types. If the details of relief benefit for arrears types is required to
be known, then the user can click on the page to get the details of benefit for different arrears types.
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Relief types:

n Waive interest

n Waive arrears

n Waive fee

n Waive repayment

n Reduce loan installment amount

n Defer payments

n Increase or decrease term of loan accounts

The above functionality is addressed in the following pages:

n Hardship Application (Fast Path: COLL108)

n Hardship Relief Assistance (Fast Path: ACCT013)

2.17 Rule Author
Rule Author (Fast Path: RL001) page allows bank users to define rules, which are in turn used for specific
purposes. It is a generic setup and used as a commonmodule to define and resolve the defined rules.

Two flavors of rules can be defined - Decision table andGRE based rule. The facts of Oracle Banking are
used for defining inputs, which are evaluated and the defined outcomes are given to the callingmodules.
There are basic validations that the rule should bemeaningful and complete, in the sense that the values of
facts have to defined in such a way that the evaluation will not remain incomplete. The number of facts and
outcomes can also be defined by the business users. Maximum of 8 facts can be used to define the rules.

Each defined rule belongs to a domain category and hence can be linked for the specific purpose of that
domain category. The rules are attached at the respective place holders in modules and executed at relevant
places. For example, rules for asset classification, fees, interest setup, alert template resolution, and so on.

2.18 Security Management System
Oracle Banking, comprising of several modules, has to interface with various systems in an enterprise to
transfer or share data, which is generated during business activity that takes place during teller operations or
processing. While managing the transactions that are within Oracle Banking’s domain, it also needs to
consider security and identity management and the uniform way in which these services need to be
consumed by all applications in the enterprise. This is possible, if these capabilities can be externalized from
the application itself and are implemented within products that are specialized to handle such services.
Examples of these services include authentication against an enterprise identity-store, creating permissions
and role based authorizationmodel that controls access to not only the components of the application, but
also the data that is visible to the user based on fine-grained entitlements.

2.18.1 Security
Oracle Banking uses the best of breed components from Oracle’s FusionMiddleware to deliver cutting edge
solution in terms of a banking platform. The participating systems are as follows

n Oracle Identity Manager (OIM) is used for managing user provisioning.

n Oracle Access Manager (OAM) is used for managing declarative authentication and SSO.
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n Oracle Platform Security Services (OPSS) is used for runtime evaluation of
authentication/authorization.

n Oracle Adaptive Access Manager (OAAM)/Oracle Adaptive Risk Manager (OARM) is used for step-up
authentication and fraudmanagement.

n Oracle Internet Directory (OID) is used as the identity/policy store.

For configuration details of thementioned applications, visit the Oracle® Collaboration Suite Security Guide
at http://docs.oracle.com/cd/B25553_01/collab.1012/b25494/toc.htm.

2.18.1.1 Set Up User Roles and Entitlement Policies
Every bank employee is mapped to an enterprise role. The enterprise roles are created in Oracle Internet
Directory (OID) or equivalent Lightweight Directory Access Protocol (LDAP) store.

For handling business transactions, a user may need to bemapped to a set of services that are typically
available to a single role. Such role is referred as the Application Role. Entitlements are defined on resources
for the particular application role using Policy Management task. These entitlements drive the access
privileges granted to the application role. For example, "perform" on an application service or "view" on a
report resource.

Authorized personnel from the bank can useOracle Directory Services Manager (ODSM) for OID
maintenance.

A bank user can bemapped tomultiple application roles. Each application role can be linked to its
authorization policy within which coarse grained and fine grained authorization configuration can be done.

Examples of user access restrictions are as follows:

n Allow users without access restrictions to only view and select product groups classified as Office
Accounts once the user selects New Deposit from Landing page of Application Form in Oracle Banking
Originations.

n Only allow users with access privileges to capture Office Account Ledger within the following list of
tasks (maintenances/transaction) or common taskflows in Oracle Banking.

l All financial transactions where settlement mode is GL

l Miscellaneous General Ledger Transfer (Cash Deposit to GL)

l Cheque Deposit to GL

l Journal Multi Voucher Entry

l Product ledger Balance Inquiry

l Reconcile Office Accounts

l Payment or Collection Transaction

l Scan Reject

l CASA Backdated Transaction

l In the Common Settlement taskflow, one of the supportedmodes is GL, that is Ledger. Once
this option is chosen, based on the branch, the system will allow the user to filter and select the
appropriate GL to perform the transaction. From the picklist, the appropriate Ledger code can be
selected by the user.
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l System provides amechanism within Oracle Banking itself to define these entitlements or
access policies that are to bemaintained for the application roles applicable within the bank.

2.18.1.2 Transaction Blackout Configuration
Transaction Blackout typically is required when the bank wants to implement blackout or restrictions on the
execution of certain maintenances/transactions within Oracle Banking. Such restrictions may be required for
different business scenarios. Oracle Banking provides amechanism to have user based blackout
(combination of customer and application role) or total blackout for a particular transaction.

The dimensions on the basis of which the blackout details aremaintained will typically include:

n Transaction (or application service)

n Channel (from where the request is initiated)

n Start Time (beginning of blackout date and time duration)

n End Time (end of blackout date and time duration)

Over and above this "maintainable" blackout, there is also a system enforced blackout during batch
operations in Oracle Banking. There is a configuration within Oracle Banking by which the Banker Portal tasks
can be allowed or disallowed during execution of batch processes in Oracle Banking. This is checked when
the application service associated with the particular maintenance/transaction in Oracle Banking is executed.
Oracle Banking appropriately displays an error message if the blackout condition is met.

2.18.1.3 Origination Application Tracker Entitlements
The Application Tracker (Fast Path: OR100) within Origination enables users and customers to identify the
progress with their particular application and to perform the necessary tasks or actions to ensure the
applicationmoves forward in the process. Oracle Banking provides the ability to the bank to define the
entitlements that are applicable for each user role. The actions and options displayed within the Application
Tracker take into account such entitlement definitions.

2.18.2 Approvals
Typically, the administration team within the bank configures the tasks for approvals as per the bank’s credit,
pricing, regulatory or other policies. Within the Oracle Banking, the approval configuration is to be done
primarily on the application service being executed corresponding to the task or business function being
performed.

Oracle Banking provides amechanism called Artifact Dependency Map (ADM) to assert and identify the
application services that are associated to a particular task or business function. The overridable business
exceptions/reason codes associated with the application service can be configured for approval.

Oracle Banking is pre-integrated with the Oracle SOA Suite for executing its business workflows. The
Originations module uses several process or humanworkflow features to originate customers and accounts.
The Approvals modulemakes use of the sophisticated participant assignment, routing or work-list features to
fulfill the approvals use cases.

n The SOA suite identifies its users through authentication provider pointing to OID. TheOracle Banking
UI and app servers also point to the same identity store to provide authentication rights to its users.

n Work-list users or process users are protected through access policies set up in OPSS. The SOA
server domain is also re-associated to the same domain that the Oracle Banking UI and app-servers
use to get the benefits of a centrally set up policy store.
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Whenever a transaction is submitted by a user (banker, customer, and so on), security access check
interceptors assert role-based access and fraud policies added on the service executed. Additionally, these
interceptors also evaluate whether there are approvals configured on the service.

The output of these asserters is a decision on whether approvals are required or not. If approvals are required,
Oracle Banking executes the process (BPEL) configured for the transaction. Thereon, the BPEL process
takes the responsibility of routing the approval task (work-item) to the configured assignees and ensuring that
the assignees take the required action to complete the approval process.

Approval checks are of the following types:

n Dual Control:Any transaction can be set up for approvals (4-eyes principle).

n User Limits:User Limits asserter evaluates whether transaction amount is within limits available to
the user (role).

n Matrix Based:Matrix asserter evaluates amatrix of facts available in the context of the transaction.
This asserter is used to evaluate the delegated commitment authority and discretionary pricing facts.

n Business Override Severity Configuration: The severity configuration for the reason codes typically
are as follows:

l IGNORE

l OVERRIDE

l OVERRIDE - LOCAL (Local Authorization)

l OVERRIDE _RULES (This option provides the flexibility to maintain different entitlement rules
per service and reason code combination)

l REJECT

l NOTIFY

This severity option can be configured differently for combination of dimensions like application role +
branch + channel.

The approval task typically indicates to the approvers the following details:

n Request details including the initiator’s user ID, and date and time when the request was initiated

n Business exception or reason code and its corresponding description

n View approver’s history as part of the approval work-item

n Capture comments to indicate approval/rejection

Local Authorization provides amechanism for the approver to action the approval request from the initiator’s
workstation, thereby saving time in remote access of the approval work item from the worklist. Typically, it is
useful for scenarios like over-the-counter transactions where the number of users in physical branch are less.

Support for deferred approval is allowed for set of tasks and based on the preconfigured periods. The
supervisor can approve the same and if no action is taken within the period, the task becomes void. The
posting date of such transactions will change to the date on which the supervisor approves the transactions.

2.18.2.1 Matrix Based Authorization
This section explains thematrix based authorizations available in Oracle Banking.
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2.18.2.1.1 Pricing Approval Negotiations
Oracle Banking supports matrix based authorization for different pricing dimension negotiations like:

n User Discretionary Margin (UDM)

n Fees

n Customized (base) rate capture

n Economic cost negotiation in servicing transactions like Term Deposit Redemption

This functionality is available for a wide range of transactions spanning Origination (for lending covering Loans
andOverdraft) primarily as part of Structure Solution step, Loans (Actions within Manage Loan Account like
Split Loan or Offer SwapOR Actions in Manage Facility Within Arrangement task like Add New Account
respectively), and Term Deposit (Contract Modification or Fund Term Deposit).

The key difference at a high level betweenOrigination and NonOrigination approvals is that there is a Return
task capability for origination approval rejections while this capability is available for servicing only in a limited
set of tasks.

Different attributes are provisioned which can be used in rules for UDM or fee negotiation approvals. For
example, Requested Amount and Product Group for a UDM negotiation approval while the Fee Negotiation
details for Fee negotiation approvals. Also, generic attributes like business unit, transaction branch are
available.

2.18.2.1.2 Credit Approval Negotiations
This functionality is for approval of credit for lending applications within the Oracle Banking Origination
process. Matrix attributes like aggregate application amount, sum of facilities being applied based on the Loan
To Value (LTV) group, business unit and so on can be used to create different rules for getting the applications
approved.

2.18.2.1.3 Collateral Processing Approvals
Configure approval matrix authorization for the following transactions in LCMmodule of Oracle Banking:

n Collateral Sub Division

n Collateral Consolidation

n Collateral Valuation

n Collateral Realization

n Release of Collateral

Common Attributes as well as certain specific attributes with respect to these transactions can be used for
creating conditions for authorization rule within Policy Management task in Oracle Banking as well as
approval task assignment rules within Oracle SOA Suite.

2.18.2.1.4 Transaction Limit Checks
Oracle Banking provides flexibility for transaction limits checks as part of Approval module. The product
provides flexibility in handling approval of:

n Daily or Cumulative limit checks for specific transactions

n Cumulative limit check for a group of transactions
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n Specific override limits for a customer or account for handling exceptions to the transaction limit
checks configuration

2.18.2.1.5 Cancel Pending Approval Request
Oracle Banking provides the flexibility to initiators to cancel their approval requests prior to the completion of
the approval process. Currently, this option is available only to the initiator of the approval request. Another
advantage of this capability is that when the Close Teller Batch fails due to approval requests pending
completion, the initiator can cancel such requests and proceed with teller batch closure. Prior to this option
being available, the initiator had no option but to pursue the required approvers to either approve or reject the
requests.

2.18.2.1.6 Approval Process Tracking
Oracle Banking provides the capability to:

n View the status of the approval tasks associated with a particular request pending approval.

n View complete task history and state transitions for each of the approval tasks created.

Approval of Origination tasks can be tracked through the Application Tracker (Fast Path: OR100). The status
of approval requests initiated from Oracle Banking assisted or banker pages can be tracked throughWork
Item Inquiry (Fast Path: WL001).

2.19 Settlement
Settlement is a central money settlement service. It provides themechanism to define andmaintain various
modes of settlement in both settlement directions (Pay and Receive). It also provides the ability to capture
Settlement Instruction taskflow for coremodules and to capture pay or receive instructions as instructed by
the customers.

Further, all types of transactions, whether online or batch and immediate or future-dated, can utilize the
services of this module to handle settlements.

Settlement supports both themodels of Payments infrastructure as mentioned in Section 2.13 Remittances
and Collections. Depending on the type of model selected by the bank, Settlement will expose the relevant
work flow.

Settlement provides the following Settlement Modes:

n Cash

n Own Transaction Account

n Other Transaction Account

n Registered Transaction Account

n Linked Account

n Payment to External Account

n Payment to Loan Account

n Ledger

n Re-invest into new TD Account

n Re-invest into existing TD Account

n Cards
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n Cheque

n Manager’s Cheque Issuance

n Manager’s Cheque Liquidation

Oracle Banking supports fetching accounts for Own Transaction and Loans from external legacy system.
Through an interface with the OCH source and with relevant validations, the accounts are fetched and
considered for an instruction. The execution of such instructions is an implementation activity.

Further in Origination, the accounts which are inflight can be fetched to set up instructions. For example,
offset account for a loan account or repayment account for a loan account.
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This chapter describes the key features of Oracle Banking Base for US localization.

3.1 Account Holder Preferences
For Checking, Savings Term Deposit, Overdraft, HELOC, and Line of Credit product types, there is an option
to capture Tax Reporting and a flag to capture tax reporting customer's voluntary back up withholding request
and the percentage of back up withholding.

3.2 Content (Document Management System)
The following feature is supported in Content:

3.2.1 Interface with Third Party Systems
Interfaces have been built with Equifax as part of US localization to support the following:

n Getting debit bureau report and debit bureau decision

n Checking due diligence status of a party

n Getting employment and income report as part of electronic verification

3.3 Party Information
The following are the key features in Party:

3.3.1 Customer Onboarding
The following capabilities are supported:

n Capture of other details such as the party being a servicemember or servicemember dependent and
capture of the percentage for voluntary backup withholding.

n Capture of US specific tax identification details and related documents.

n Identification of a party as disabled or not.

n Identification of whether COPPA consent is obtained from the parents for kids below age of 13.

3.3.2 Party Bank Policy
The ability to configure parameters for COPPA consent age, expiry of W8 BEN, and number of days to
display the address change alert is supported.

3.3.3 Interface with Third Party Systems
The following capabilities are supported:
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n Due Diligence:

Base capability to integrate with third party system to perform electronic verification of Due Diligence
and Identity Verification Type extended in US localization to perform Identity Verification andOFAC
checks for a party post on-boarding process or significant events, such as Address Change. This
integration is done through Equifax Inter Connect with data sources, such as eIDcompare and CDC
OFAC, for KYC andOFAC respectively.

Oracle Banking also has the capability to integrate with an address verification service provider for the
Address task flow.

n Standalone Credit Bureau Pull:

Base capability to fetch credit bureau report for a party in standalonemode without context of
Origination has been extended for Equifax integration. System will have the capability to initiate a
request to Equifax, fetch the credit bureau report and store it in readable form within the Party module.
Party module has the ability to pass data to generate various reports such as:

l Opt-in and opt-out status from receiving commercial communication, electronic communication,
and fax communication.

l Parents’ consent on behalf of minor child for sharing the personal information.

3.3.4 Personally Identifiable Information (PII)
Oracle Banking supports capture of the following list of Personally Identifiable Information (PII) elements for a
party.

Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

1 Full name
Full name of a party (derived field)
Multiple name types can bemaintained for a
party.

M N

2 Date of Birth Date of birth of a party M N

3 Birthplace Place of birth of a party O N

4 Address

Current, past and future address details of a
party for multiple address types such as home,
work, postal andmore.
Includes address types (Work, Residential,
Postal, Seasonal, Holiday), Line 1 to Line 12,
City, State, Country and Pin Code

M N

5 Gender Gender of a party O N

6 Country of
Citizenship Country of citizenship of a party M N

7 Nationality Nationality of a party (same as Country of
Citizenship) O N
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Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

This is a backend field and not available in UI.

8 Party Tax
Identification

Tax identification details of a party
Note: The Social Security Number (SSN) is
tokenized in the Oracle Banking.

O Y

9 Party Other
Identification

Other identification details of a party such as
passport, driver license and so on O Y

10 Other Tax
Residency details All FATCA (US)/CRS (Non US) details of a party O Y

11 First name First name of a party M N

12 Second Name Second name of a party O N

13 Middle Name Middle name of a party O N

14 Last Name Last name of a party M N

15 Photographic
images Images of party's photograph and signature O N

16 Login name Email ID or User ID or Customer ID of a party C Y

17 Marital status Marital status of a party O N

18 Mother's maiden
name Maiden name of a party's mother O Y

19 Religion Religion of a party O N

20 Ethnicity Ethnicity details of a party O N

21 Race Race details of a party O N

22 BloodGroup Blood group of a party O N

23 NAICS Type of industry in which a party is employed O N

24 Occupation Occupation of a party O N

25 Languages Preferred language of a party O N

26 Emergency
contacts

Name and contact number of emergency contact
person for a party O N

27 All Telephone
numbers

Contact details such as phone numbers, email
addresses, fax numbers and so on, of a party
along with preferences.
Includes Fixed Landline Office, Fixed Landline
Work, Fixed Landline Others, Fixed Landline
Seasonal, MobileWork, Mobile Personal, Mobile
Seasonal, andMobile Others

O N
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Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

28 All Email address

Email ID details of a party. Multiple email IDs
can bemaintained with any one ID set as
preferred.
Includes Work, Personal, Seasonal, Others
(including the one captured in Basic details tab)

C Y

29 All Social
Network  User ID

Social Network details of a party such as Linked
In, Facebook, Twitter, and Hi5 O Y

30 All Messenger
User ID

Social Network Messenger details  of a party
such as GTalk, Yahoo, MSN, and Skype O Y

31 Education history Educational details of a party such as
qualification, grade, university, and so on O N

32 Employer name Name of party's employer in the party's past and
current employments O N

33 Employee ID Employee ID of a party in the party's past and
current employments O N

34 Job
title/Designation

Designation of a party in the party's past and
current employments O N

35 Gross Annual
Salary

Gross annual salary of a party in the party's past
and current employments O Y

36 Smoker Indicator to denote that a party is a smoker or
non smoker O N

37 Height Height in centimeters (cms) of a party O N

38 Weight Weight in kilograms (kgs) of a party O N

39 Hobbies Hobbies and interests of a party O N

40 Disabled Risk indicator to denote that a party is disabled O N

41 Deceased Risk indicator to denote that a party is deceased O N

42 Bankruptcy Risk indicator to denote that a party is bankrupt O N

43 Property title
reference

Unique title reference number for a collateral
Includes all property collaterals where party is
collateral owner (collateral description and
property title reference number)

O N

44
Vehicle
registration
number

Vehicle registration number for a collateral
Includes all automobile collaterals where party is
collateral owner (collateral description and
vehicle registration number)

O N

45 Financial Complete financial details captured for a party C N
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Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

information

46 Bank account
information

All bank accounts (account ID, account type and
amount) where a party is an account owner. C N

47 Shareholder of List of organization names where a party is a
shareholder O N

48 Marketing
Consent All marketing consents (including text and value) O N

49
Electronic
communication
consent

Consents given by a party to receive notices and
documents through electronic means of
communication. If selected, it is mandatory to
capture at least one preferred email address for
the party.

O N

50 All Other
Consents

All consents at party level (including text and
value) M N

3.3.5 Personally Identifiable Information (PII) Shared with Third Party
Systems
Oracle Banking shares the Party PII details with the following third party systems:

n Due Diligence System

l DueDiligence solution enables banks to perform Know Your Customer (KYC) andOffice of
Foreign Assets Control (OFAC) checks for all the customers in the bank.

l The Party module of Oracle Banking shares the customer details (including PII details) with the
third party system for checking due diligence status of a party.

n Credit Decision System

l Oracle Banking Originations interacts with external credit decision interface for obtaining real-
time credit decision for customers with lending requirements

l Oracle Banking shares the loan, collateral and party information (including PII details) with the
external credit decision system for credit approval processing as part of lending application
origination.

n Credit Bureau Check

l Oracle Banking Originations interacts with the credit bureau system as part of credit decision
process.

l Oracle Banking shares the party information (including PII details) with the external credit
bureau system to initiate/retrieve credit information, reports to support application decisioning
for all the parties in submission.
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n Debit Bureau Check

l Oracle Banking Originations interacts with the debit bureau system as part of debit decision
process.

l Oracle Banking shares the party information (including PII details) with the external debit bureau
system to initiate/retrieve information, reports to support application decisioning for all the
parties in submission.

n Electronic Verification

l Oracle Banking Originations interacts with the external verification system as part of electronic
verification process.

l Oracle Banking shares the party information (including PII details) with the external verification
system to perform employment verification for all the parties in application.

n Property Valuation System

l Oracle Banking Limits and Collateral Management interacts with the third party valuation
system to determine the valuation type and valuation amount for the property type of collaterals
linked to the facility to determine the valuation sufficiency.

l Oracle Banking shares the facility, collateral and party information (including PII details) with
the external valuation system for determining the collateral value.

The list of Party PII details that are shared with these third party systems is as follows:

Sr.
No.

Party PII
Details

Third Party Systems

Due
Diligence

Credit
Decision

Credit
Bureau
Check

Debit
Bureau
Check

Electronic
Verification Valuation

1 Date of Birth Y Y Y Y Y N

2 Address Y Y Y Y Y Y

3 Gender Y Y Y Y Y N

4 Party Other
Identification Y Y Y Y Y N

5 First name Y Y Y Y Y N

6 Second Name N N N N N N

7 Middle Name Y Y Y Y Y N

8 Last Name Y Y Y Y Y N

9 Marital status Y Y Y Y Y N

10 All Telephone
numbers Y Y Y Y Y N

11 All Email
address Y Y Y Y Y N

12 Employer name N N N N N N

Table 3–1 List of PIIs shared with third party systems
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Sr.
No.

Party PII
Details

Third Party Systems

Due
Diligence

Credit
Decision

Credit
Bureau
Check

Debit
Bureau
Check

Electronic
Verification Valuation

13 Job
title/Designation N N N N N N

14 Gross Annual
Salary N Y N N N N

15
Vehicle
registration
number

N N N N N Y

16 Bank account
information N N N N N N

3.4 Product Manufacturing
The following are the key features in Product Manufacturing:

n An Identifier at Product Group level can be configured to indicate if Mortgage LoanOriginator
information is required to be captured as part of Loan Application form, in case of new and amend
lending.

n Ability is provided to indicate whether the product is covered under theMilitary Lending Act, if the
product and party qualify for theMilitary Lending Act.

n It can be configured whether capturing of CRA Address is applicable or not during Origination account
configuration. When checked, the taskflow for capturing address type and selection of address is
displayed during account configuration for Loans andOD as part of Origination process. This address
is used for CRA reporting and is maintained at account level along with other Regulatory Codes
information.

n It can be configured whether Government Monitoring Information is required to be captured or not. If it
is configured as Yes, then as part of Origination, the GMI reporting fields such as ethnicity, race,
gender of the applicants need to be captured. This is applicable only for HELOC type of products.

n It can be configured whether the Annual Percentage Rate is applicable for the product or not. The
annual percentage rate is ameasure of the cost of credit, expressed as a yearly rate, which relates the
amount and timing of value received by the consumer to the amount and timing of payments made.
APR provides borrowers with a bottom-line number which they can easily compare to rates charged by
other potential lenders.

n Cancellation period before the disbursement of the loan can be defined.

n Offer type can be defined and selected for creating a CASA, TD or Loan offer.

n For CASA offer, it can be configured whether Courtesy Pay is applicable or not. If it is applicable, then
Courtesy Pay amount and currency can be defined.

3.5 Collateral Valuation
Oracle Banking can be integrated with third party Automated ValuationModel (AVM), such as Property Data
and Analytics (PD&A) product of Equifax for property valuation in US region.
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3.6 Clearing
The following are the key features in Clearing:

n Support for Reg CC setup and processing: This includes definition of Reg CC schedules at bank level,
override of schedules at customer, account, and check level, batch processing to derive the Reg CC
schedule, and processing the same for deferred release of funds.

n Support for cash back, immediate credit, and return cases for Reg CC.

n Support for bank float balances: This includes definition of bank float, processing the same for CASA
and Loan accounts, downstream impact on interest processing and availability of funds.

3.7 Common Services
The common address taskflow has the capability to integrate with external address verification systems. The
address taskflow presents address fields to the users for capturing an address. The address is shown as a
single line in View mode.

3.8 Cancellation of Debt Form (1099C) – Data Extraction
Oracle Banking provides the capability to extract the data that is required to build the Cancellation of Debt
Form (1099C). At the end of every financial year, as per IRS guidelines, the account details of customers
where the debt is forgiven to the threshold indicated by IRS is extracted and kept in a storage, from which any
third party system that is responsible for generating the report in a format suggested by IRS can pick up the
data for generating the report.
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4 Australia Localization Features

This chapter describes the key features of Oracle Banking Base for Australia localization.

4.1 Payments
The features are as follows:

n Oracle Banking supports file payment processing for both incoming and outgoing payment transactions
through BPAY towards settlement of funds to an account.

n Paper credit and debit are allowed as inward instruments for CASA and loan accounts.

n BSB revalidations are supported when the institution is not found in the base BSB log.

n CRN of the biller is validated when the biller set up is done.

4.2 Common Services
The features are as follows:

n The common address taskflow has the capability to integrate with external address verification
systems. The address taskflow also presents the Australian address fields to the users for capturing a
structured address or unstructured address or a POBox type of address. The address is shown as a
single line in View mode.

n Support for capture of Australian date format and telephone number format is provided.

4.3 Valuation Service
The features are as follows:

n Oracle Banking has the capability to integrate with external valuation system for property valuation for
Australia region.

n Oracle Banking has the ability to interface with external title search service provider for title search, to
fetch the title details of a property.

n Oracle Banking has the ability to interface with external credit assessment service provider for credit
assessment. The integration with the external interface is triggered from four touch points, which are
Borrowing Power Calculator, Key Indicators, Submit of Application Form, and Valuation Assessment.

4.4 Party Information
The features are as follows:

n Oracle Banking has the ability to interface with the external interfaces to complete the KYC Verification
for a party.
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n Oracle Banking has the ability to perform a passive KYC verification for a party and also to perform an
active verification using identification documents on failure of passive verification. System has the
ability to interface with external systems for both the verifications.

n Oracle Banking has the ability to search a party in Oracle Banking with ABN and ACN parameters

n Oracle Banking has the ability to initiate a bureau request for a customer after choosing the respective
credit bureau provider and respective service code from the View Bureau Reports page.

n Oracle Banking has the ability to capture the following details while onboarding a party:

l ABN number for all party types (Individual, Organization and Trust)

l TFN number and Tax Exemption codes

l Other Identification types such as Australian Registered Body Number (ARBN) and Australian
Company Number (ACN)

l ANSZIC and ASCO codes (optional for party type Individual)

l ANSZIC code (mandatory for party typeOrganization and Trust)

l MFAA License, MFAA Expiry, FBAA License and FBAA Expiry for broker

n Oracle Banking has the hooks provided for interfacing with external systems to verify ABN and TFN
that have been captured for a party.

4.4.1 Personally Identifiable Information (PII)
Oracle Banking supports capture of the following list of Personally Identifiable Information (PII) elements for a
party.

Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

1 Full name
Full name of a party (derived field)
Multiple name types can bemaintained for a
party.

M N

2 Date of Birth Date of birth of a party M N

3 Birthplace Place of birth of a party O N

4 Address

Current, past and future address details of a
party for multiple address types such as home,
work, postal andmore.
Includes address types (Work, Residential,
Postal, Seasonal, Holiday), Line 1 to Line 12,
City, State, Country and Pin Code

M N

5 Gender Gender of a party O N

6 Country of
Citizenship Country of citizenship of a party C N

7 Nationality Nationality of a party (same as Country of O N
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Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

Citizenship)
This is a backend field and not available in UI.

8 Party Tax
Identification Tax identification details of a party C Y

9 Party Other
Identification

Other identification details of a party such as
passport, driver license and so on O Y

10
Other Tax
Residency
details

All FATCA (US)/CRS (Non US) details of a party O Y

11 First name First name of a party M N

12 Second Name Second name of a party O N

13 Middle Name Middle name of a party O N

14 Last Name Last name of a party O N

15 Photographic
images Images of party's photograph and signature O N

16 Login name Email ID or User ID or Customer ID of a party C Y

17 Marital status Marital status of a party O N

18 Mother's maiden
name Maiden name of a party's mother O Y

19 Religion Religion of a party O N

20 Ethnicity Ethnicity details of a party O N

21 Race Race details of a party O N

22 BloodGroup Blood group of a party O N

23 ANZSIC Type of industry in which a party is employed O N

24 ASCO Occupation of a party O N

25 Languages Preferred language of a party O N

26 Emergency
contacts

Name and contact number of emergency contact
person for a party O N

27 All Telephone
numbers

Contact details such as phone numbers, email
addresses, fax numbers and so on, of a party
along with preferences.
Includes Fixed Landline Office, Fixed Landline
Work, Fixed Landline Others, Fixed Landline
Seasonal, MobileWork, Mobile Personal, Mobile

O N
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Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

Seasonal, andMobile Others

28 All Email address

Email ID details of a party. Multiple email IDs
can bemaintained with any one ID set as
preferred.
Includes Work, Personal, Seasonal, Others
(including the one captured in Basic details tab)

C Y

29 All Social
Network  User ID

Social Network details of a party such as Linked
In, Facebook, Twitter, and Hi5 O Y

30 All Messenger
User ID

Social Network Messenger details  of a party
such as GTalk, Yahoo, MSN, and Skype O Y

31 Education history Educational details of a party such as
qualification, grade, university, and so on O N

32 Employer name Name of party's employer in the party's past and
current employments M N

33 Employee ID Employee ID of a party in the party's past and
current employments O N

34 Designation Designation of a party in the party's past and
current employments O N

35 Gross Annual
Salary

Gross annual salary of a party in the party's past
and current employments O Y

36 Smoker Indicator to denote that a party is a smoker or
non smoker O N

37 Height Height in centimeters (cms) of a party O N

38 Weight Weight in kilograms (kgs) of a party O N

39 Hobbies Hobbies and interests of a party O N

40 Disabled Risk indicator to denote that a party is disabled O N

41 Deceased Risk indicator to denote that a party is deceased O N

42 Bankruptcy Risk indicator to denote that a party is bankrupt O N

43 Property title
reference

Unique title reference number for a collateral
Includes all property collaterals where party is
collateral owner (collateral description and
property title reference number)

O N

44
Vehicle
registration
number

Vehicle registration number for a collateral
Includes all automobile collaterals where party is
collateral owner (collateral description and
vehicle registration number)

O N
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Sr.
No. Element Name Description

Mandatory (M)
/
Optional (O) /
Conditional /
Configurable
(C)

Masking

45 Financial
information Complete financial details captured for a party C N

46 Bank account
information

All bank accounts (account ID, account type and
amount) where a party is an account owner. C N

47 Shareholder of List of organization names where a party is a
shareholder O N

48 Marketing
Consent All marketing consents (including text and value) O N

49
Electronic
communication
consent

Consents given by a party to receive notices and
documents through electronic means of
communication. If selected, it is mandatory to
capture at least one preferred email address for
the party.

O N

50 All Other
Consents

All consents at party level (including text and
value) C N

4.4.2 Personally Identifiable Information (PII) Shared with Third Party
Systems
Oracle Banking shares the Party PII details with the following third party systems:

n Due Diligence System

l DueDiligence solution enables banks to perform Know Your Customer (KYC) checks for all the
customers in the bank.

l The Party module of Oracle Banking shares the customer details (including PII details) with the
third party system for checking due diligence status of a party.

l Based on the checks run in the third party system, the party status is updated andmaintained in
Oracle Banking.

n Business Number (BN) Search

l Business number of a party is captured for all the types of party such as organization, trust or
individual (self-employed) as part of customer onboarding or maintenance in Party module of
Oracle Banking.

l Oracle Banking shares the party information (including PII details) with the third party system as
part of business number verification process.

n Credit Decision System

l Oracle Banking Originations interacts with external credit decision interface for obtaining real-
time credit decision for customers with lending requirements
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l Oracle Banking shares the loan, collateral and party information (including PII details) with the
external credit decision system for credit approval processing as part of lending application
origination.

n Fraud Assessment System

l Oracle Banking Originations interacts with the fraud assessment system as part of credit
decision process.

l Oracle Banking shares the party information (including PII details) with the external fraud
assessment system for fraud check of all the parties in submission.

n Digital Settlement System

l Digital settlement process handles property and funds settlement as part of lending applications
origination process.

l Oracle Banking shares the party (including PII details), collateral information with the external
digital settlement system to complete the digital settlement lodgement and processing

n Property Valuation System

l Oracle Banking Limits and Collateral Management interacts with the third party valuation
system to determine the valuation type and valuation amount for the collaterals linked to the
facility to determine the valuation sufficiency.

l Oracle Banking shares the facility, collateral and party information (including PII details) with
the external valuation system for determining the collateral value.

n Property Title Search Vendor

l Oracle Banking Limits and Collateral Management interacts with the third party title search
vendor to trigger a new or retrieve an existing title search report for the collaterals linked to the
facility for establishing the rightful or legal owner of the collateral offered by the borrower and
reveal any existing encumbrance or lien on the collateral.

l Oracle Banking shares the collateral and party information (including PII details) with the
external title search vendor for title search processing.

n Quick Refinance System

l Oracle Banking Originations interacts with Quick Refinance system to process the settlement.
WhenQuick Refinance is applicable, settlement amount with anOutgoing Financial Institution
(OFI) is settled through the external quick refinance system.

l Oracle Banking shares the account and party information (including PII details) with the external
quick refinance system to complete fund settlement faster.

The list of Party PII details that are shared with these third party systems is as follows:
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S
r.
N
o.

Party PII
Details

Third Party Systems

Due
Diligen
ce

Busine
ss
Numbe
r
Search

Credit
Decisi
on

Fraud
Assessm
ent

Digital
Settlem
ent

Propert
y
Valuati
on

Proper
ty Title
Search

Fast
Refinan
ce

1 Full name N N N Y Y Y Y Y

2 Date of Birth Y N Y Y N N N N

3 Address Y N Y Y N Y N N

4 Gender Y N N Y N N N N

5 Country of
Citizenship Y N Y Y N N N N

6 Nationality N N N Y N N N N

7
Party Tax
Identificatio
n

N N N Y N N N N

8
Party Other
Identificatio
n

Y Y Y Y N N N N

9 First name Y N N Y N Y N N

10 Middle
Name Y N N Y N N N N

11 Last Name Y N N Y N Y N N

12 Login name N N N Y N N N N

13 Marital
status N N Y Y N N N N

14 ANZSIC N N N Y N N N N

15 ASCO Y N Y Y N N N N

16
All
Telephone
numbers

Y N N Y N Y N N

17 All Email
address Y N N Y N Y N N

18 Education
history N N N Y N N N N

19 Employer
name Y N Y Y N N N N

20 Employee
ID N N Y N N N N N

Table 4–1 List of PIIs shared with third party systems
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S
r.
N
o.

Party PII
Details

Third Party Systems

Due
Diligen
ce

Busine
ss
Numbe
r
Search

Credit
Decisi
on

Fraud
Assessm
ent

Digital
Settlem
ent

Propert
y
Valuati
on

Proper
ty Title
Search

Fast
Refinan
ce

21 Designation N N N Y N N N N

22
Gross
Annual
Salary

N N N Y N N N N

23 Bankruptcy N N N Y N N N N

24
Property
title
reference

N N N Y Y Y Y Y

25
Vehicle
registration
number

N N N Y N N N Y

26 Financial
information N N Y Y N N N Y

27
Bank
account
information

N N N Y N N N Y

28 Marketing
Consent N N N Y N N N N

29
Electronic
communicat
ion consent

N N N Y N N N N

30 All Other
Consents N N Y Y N N N N
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